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13 Cnncok ncnonb3oBaHHbIX MCTOYHUKOB



OMNPEOENEHUA

B HacToswem [OKyMeHTe UCNonb3ylTca cregylwme TepMuHbl U KX
onpegenexus.

ABTOMaTM3npoBaHHasA cucTema — CuUCTeMa, COCTOsILAs M3 MepcoHana U
KOMMnekca cpeacts aBToMaTu3auum ero LeATenbHOCTW, peanuaylowas uHdopma-
LMOHHYH TEXHOSOIMIO BbINOMHEHNS] YCTAHOBMNEHHbLIX (OYHKLMNA.

AyTeHTUdMKauma oTnpaBuTEeNsA AaHHbIX — MNOATBEPXAEHME TOro, 4to OT-
npaBuTENb NOSTYYEHHbIX AAaHHbIX COOTBETCTBYET 3asiBIIEHHOMY.

Be3onacHOCTbL NMepCOHanbHbIX AAHHbIX — COCTOSHME 3alMLLEHHOCTU Nepco-
HanbHbIX [AaHHbIX, XapakTepudyemoe CMOCOBHOCTbIO MOnb3oBaTeNen, TEXHUYECKNX
CPEACTB M WHMOPMALMOHHBLIX TEXHOMorMm obecneunTb KOHUOAEHUMANbHOCTb, Le-
NOCTHOCTb W JOCTYNHOCTb NEePCOHanbHbIX AaHHbIX NPK X 00paboTke B MHPOPMALMOHHbIX
cucTemMax NepcoHanbHbIX aHHbIX.

BuomeTpuueckme nepcoHasnbHble OaHHble — cBefeHus, KOTOpble
XapakTepuayoT dusmnonornyeckme 0CobeHHOCTN YenoBeka N Ha OCHOBE KOTOPbIX MOXHO
YCTaHOBWUTb €ro NIMYHOCTb, BKIOYasa potorpadum, otneyaTkm nansues, obpas cetyaTku
rnasa, 0COGEeHHOCTU CTPOEHNA Tena 1 Apyryo nogobHyo nHhopmaumio.

BrnoknpoBaHue nepcoHanbHbIX AaHHbIX — BPEMEHHOe npekpaleHne cbopa,
cucTemMatm3aunn, HakoMMeHWsl, WCMOoMb30BaHUSA, pPacrnpOCTPaHEeHWsl, MNepcoHanbHbIX
AaHHbIX, B TOM YMCne nx nepegaqw.

Bupyc (KOMNbIHOTEPHbIW, NPOrpaMMHbIN) — UCMONHAEMbIA NPOrpamMMHbIA KOO
UM UHTEpNpeTupyemMblin  Habop  MHCTPyKuuKn, obnagalowmi CBOWNCTBAMM  He-
CaHKUMOHMPOBAHHOIO  pacrnpocTpaHeHns U1 camoBocrnpousBegeHus.  CosgaHHble
Ay6nukaTbl KOMNBIOTEPHOIO BUPYCa He BCerga coBnagatoT C OPUTMHANOM, HO COXPaHSAoT
CnocobHOCTb K AanbHenwemy pacnpocTpaHeH o 1 CaMOBOCMNPOU3BEAEHNIO.

BpeaoHocHas nporpamma — nporpamma, npefHasHavyeHHas Ans OCyLlecTB-
NeHNst HeCaHKUMOHNPOBAHHOIO JOCTyNa U (Mnv) BO3OeNCTBUSA Ha NepCcoHarnbHble JaHHble
UnNn pecypcbl MIHPOPMALMOHHON CUCTEMbI MEPCOHANbHbBIX AAHHbIX.

BcnomoratenbHble TeXHUYECKME CpeAcTBa U CUCTEMbI — TEXHUYECKME cpea-
CTBa W CUCTEMbI, HE nMpefHasHaYeHHble Ana nepegadn, obpaboTkm M XxpaHeHus
nepcoHanbHbIX OaHHbIX, YCTaHaBNMBaeMble COBMECTHO C TEXHUYECKMMU CpeacTBamMu U
cuctemMamu, npegHasHavyeHHbIMKM Ons ob6paboTkm NepCoHanbHbIX OaHHbIX WM B
NMOMELLEHUSX, B KOTOPbIX YCTaHOBEHbI MH(POPMALIMOHHBIE CUCTEMBI MEPCOHASBbHbBIX AAHHbIX.

[JocTtyn B onepaunoHHyl0 cpeay KoMmnbioTepa (MHPOPMaLMOHHOW CUCTEMbI

nepCcoHanbHbIX AaHHbIX) — nony4vyeHne BO3MOXXHOCTK 3arycCcka Ha BbINMOJIHEHME LUTATHbIX
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KOMaHg, YHKUMA, npoueayp OnepaunoHHOM CUCTEMbl  (YHUMTOXEHMS,  KOMMpOBaHMWS,
nepemeLleHunst 1 T.M.), UICNOSHSAEMbIX (hanmnoB NPUKagHbIX NPOrpamMm.

Hoctyn K uHdoOpmMauumm — BO3MOXHOCTb MONyYeEHUss MHOPMauMM U ee Wuc-
Nosib30BaHUS.

3aknago4yHoe YCTPOMCTBO — 3MEMEHT CpeAacTBa Cbema MHEOpMaumK, CKPbITHO
BHeJpsieMbIn (3aKragblBaeMbl UM BHOCKMMBIA) B MECTa BO3MOXHOIMO Cbema MHpopmaumu (B
TOM YuMCrie B OrpaXkaeHue, KOHCTPYKLM0, 06opyaoBaHue, NPeaMETbl UHTEPbEepPa, TPAHCTNOPTHbIE
CpeacTBa, a Takke B TEXHUYECKMe cpeacTsa u cuctembol 06paboTkm nHopmaumm).

3awmwaemaa wuHdopmauus — UHGoOpMaUUs, SBNSAIOLWIAsCS npeamMeTom  cob-
CTBEHHOCTU W NOAMexallas 3amre B COOTBETCTBMMN C TPeOOBaHMAMM NPaBOBbLIX JOKYMEHTOB
nnm TpeboBaHMAMM, yCTaHaBNMBAEMbIMM COBCTBEHHUKOM MHCpopMaLmN.

NpeHTncpmkauma — npmceoeHve cydbektam 1 obbekTam JOCTyna naeHTudgmkaTopa u
(wnn)  cpaBHeHWE nNpeabsiBNSEMOro  WAeHTUdUKaTopa C  NepeyHeM  NMPUCBOEHHbIX
naoeHTnnKaTopos.

MHdopMaTUBHbLIA CUrHam — OSNEeKTpUYEecKne CurHanbl, akycTUdecKkue, arek-
TPOMarHUTHble U apyme usndeckie nors, no napametrpamM KOTOpbIX MOXET ObiTb pacKkpbiTa
KOH(buaeHumanbHaa  mMHopmauma  (MepcoHarnbHble  OaHHble) obpabaTtbiBaemas B
MH(POPMAaLIMOHHOM cUCTEME NEPCOHAsTbHbIX AaHHbIX.

MUHdopmaumoHHan cucrtema NnepcoHarnbHbIX OaHHbIX (Mcnau) —
WHOPMaUMOHHas cuctema, npeactaensowas cobor COBOKYMHOCTb MEepPCOHanbHbIX
AaHHbIX, coAepXawmuxca B 0ase [aHHbIX, a Takke WHGOPMALMOHHBLIX TEXHOSOMMA M
TEXHUYECKUX CPEACTB, MO3BONSAIOLWMX OCYLLECTBMAATL 0O6paboTKy Takmx MepcoHanbHbIX
AaHHbIX C MUCNOMb30BaHMEM CPeACTB aBToMaTtmsauun unm 6e3 MCrnonb30oBaHUS TakKuX
cpencTs.

MHcpopmMaLMOHHbIE TeXHONMOrMM — MPOLECCHI, METOAbI Moucka, cbopa, XpaHeHUs,
06paboTkM, NpenoCcTaBrieHnsi, PacnpPOCTPaHEHNsT MHAOPMaLMN KU Crocobbl OCYLLECTBNEHUS
TakMx NpoLEeCccoB U METOO0B.

Mcnonb3oBaHMe nepcoHanbHbIX [MAaHHbIX — JencTBuda  (onepaumn) C
nepcoHarnbHbIMM AaHHbIMKW, COBEpPLUAEMbIE OMEpPaTopoM B LENSX MPUHATUSA PELLEHWN
UMM  COBEPLUEHUS WHbIX AEWCTBUK, MNOPOXAAKLWMX puandeckme nocneacTtems B
OTHOLLEHMM CyObeKTa NepcoHarbHbIX OaHHbIX MAW APYrMX nuy nNnMbo MHbIM obpasom
3aTparmearoLLmx npaea n ceoboabl cybbekTa nepcoHanbHbIX JaHHbIX UKW APYTMX Nuu,.

MUcTouyHmMK yrposbl Ge3onacHoctu wuHdopmauum — cyObeKT OocTyna, marte-
pyanbHbIN 06BLEKT MM OU3NYECKOE SBIIEHUE, SIBMAIOLLMECS NPUYMHON BO3HUKHOBEHMWST YrpO3bl

6esonacHoCcTM MHOopMaL K.



KoHTponupyemas 30Ha — MPOCTPaHCTBO (TeppuTopusi, 3OaHue, YacTb 30aHus,
MOMELLEHNE), B KOTOPOM WCKIIOYEHO HEKOHTPONMpyemoe npebbiBaHMe MOCTOPOHHUX ML, a
TakKe TPaHCMOPTHbIX, TEXHUYECKMX N UHBLIX MaTepuarbHbIX CPeacTB.

KoHdmaeHuManbHOCTb NepCcoHanbHbIX AAaHHbIX — obs3arensHoe Ansa cobnto-
AEHVS1 ONepaTopoM WM MHbLIM MOSYYMBLLUMM  AOCTYN K MNEPCOHarbHbIM AaHHbIM - JIALIOM
TpeboBaHWe He AonyckaTb KX pacnpocTpaHeHue 6e3 cornacus cybbekTa nepCcoHarbHbIX
AaHHbIX UITN HarNM4Ms MHOMO 3aKOHHOIO OCHOBAHKSI.

MexceTeBon 3KpaH — roKanbHOe (OOHOKOMMOHEHTHOE) WM PYHKUMOHAMBLHO-
pacnpefeneHHoe  nporpammHoe  (NporpamMMHO-annapatHoe)  cpeacTtBO  (KOMMMEKC),
peanuayilolllee KOHTPOMb 3a MHcopMaumen, MoCcTynarolwen B MHAPOPMALMOHHYHO CUCTEMY
nepcoHasibHbIX JaHHbLIX U (UNK) BbIXOASALLEN 13 MHPOPMAaLUMOHHON CUCTEMBI.

HapywuTteno 6e30nacHOCTM nNepcoHanbHbIX AaHHbIX — QU3NYeckoe nmuo,
CryYaHO WM NpegHaMEPEHHO CoBepLUaloLLiee OEUCTBUSA, CrEeACTBMEM KOTOPbIX SIBMSETCS
HapyleHne 6e30nacHOCTM MNepcoHasnbHbIX OaHHbIX Mpyu UX  0BpaboTke  TEXHUYECKUMM
cpeactBamu B MHGOOPMALIMOHHBIX CUCTEMAX NEPCOHarbHbIX JaHHbIX.

HeaBTOMaTu3MpoBaHHass ob6paboTka nepcoHanbHbIX AaHHbIX — 00OpaboTka
nepcoHanbHbIX AaHHbIX, cogepXawmxcsd B MHPOPMALMOHHON CUCTEME MNEepPCOHarnbHbIX
AaHHbIX MO0 M3BMEYEHHbIX N3 TaKOW CUCTEMbI, CYMTAETCH OCyLlecTBrneHHON 6e3
NUCNonb30BaHNA CpPeacTB  aBToMaTu3auum  (HeaBTOMATU3UMPOBAHHOWM), €Cnu  Takue
AENCTBMSS C  MEepCoHanbHbIMW  AAHHbIMK, KakK  WUCMNOMb30BaHWE,  YTOYHEHME,
pacnpoCTpaHeHMe, YHUYTOXEHME MEepPCOHanNbHbIX AAHHbIX B OTHOLUEHUW Kaxgoro wu3
CyOGBHEKTOB MEPCOHaNbHbIX AAaHHbIX, OCYLLECTBNAITCA NPU HENOCPEACTBEHHOM Yy4YacTum
YyenoBeka.

HepeknapupoBaHHble BO3MOXHOCTU — (PYHKUMOHASIbHbIE BO3MOXHOCTU CPEACTB
BbIYMCIINTENBHOM TEXHWKWA, HE ONWCaHHble WM HE COOTBETCTBYHOLLUME OMNMUCaHHbIM B
AOKyMEHTaUMK, Npy UCMOSb30BaHMM KOTOPbIX BO3MOXHO HapyLUeHWe KOHGUOEHUMAMNBHOCTY,
AOCTYMNHOCTU UNN LENOCTHOCTM 0bpabaTbiBaeMon MHpopMaLnu.

HecaHKuMOHUpPOBaHHbLIN AO0CTYN (HeCAaHKUMOHUPOBaHHbIe AEeNCTBUA) — O0C-
Tyn K UHopMaumm unn Oenctems ¢ MHAOpMaLmMen, HapyLuatolme npasuna pasrpaHudeHnst
AOCTyna C WCMoNnb30BaHMEM LUTATHbIX CPEACTB, MpeaoCTaBnsieMblX MH(OPMaUMOHHBLIMMU
cucTeEMaMM NepPCOHarnbHbIX AAaHHbIX.

Hocutenb mHcpopmauum — dumsnyeckoe nMUo UM MaTtepuarnbHbil OOBLEKT, B TOM
yncne ousnyeckoe norse, B KOTOPOM MHEpOpMaUmst HAaXOOUT CBOe OTpaXkeHne B BUAE CMMBOJIOB,
06pa3oB, CMrHanNoOB, TEXHUYECKUX PELLEHUA M MPOLIECCOB, KONMMYECTBEHHbIX XapaKTepPUCTUK

PM3NYECKMX BESNTNYNH.



O6e3nnumMBaHue nepcoHasnbHbIX AaHHbIX — OENCTBUS, B pe3ynbTaTe KOTOPbIX
HEBO3MOXHO ONpeaenuTb MPUHALNEXHOCTb MNEepPCOHanbHbIX AaHHbIX KOHKPETHOMY
Cyb6beKTY NnepCcoHanbHbIX 4aHHbIX.

O6paboTka nepcoHanbHbIX AaHHbIX — OEUCTBUS (Onepaunn) ¢ nepcoHarbHbIMU
AaHHbIMK, BKMtoYasi cbop, cucteMaTnsaumio, HakonmneHme, XpaHeHne, yTodHeHne (0GHOBNeHve,
N3MEHEHME), UCNONb30BaHKe, pacnpocTpaHeHe (B TOM Yucne nepegady), obesnunyvsaHue,
GrOKMPOBaHNE, YHUUTOXEHME NEPCOHArNbHbIX AaHHbIX.

O6bwenocTynHblie NepcoHanbHble AaHHble — NepcoHarnbHble AaHHble, AO0CTYnN
HEOrpaHMYeHHOro Kpyra nuvu K KOTOpbIM MpedocTaBfieH C cornacusa  cybbekTa
nepcoHarnbHbIX AaHHbIX UM Ha KOTOpble B COOTBETCTBUM C beaeparibHbIMU 3aKOHaMKN He
pacnpocTpaHsieTca TpeboBaHme cobniogeHns KOHPUAEHLMANbHOCTMW.

OnepaTtop (NepcoHanbHbIX AaHHbIX) — FOCYAAPCTBEHHbIN OpraH, MyHULMNanbHbIN
opraH, topuaunyeckoe unnm Uanyeckoe nuuo, opraHumsylowee u (Mnm) ocyLlecTBrsitoLlee
06paboTKy NnepcoHarnbHbIX AaHHbIX, @ Takke onpedenstowme Lenm n cogepxaHne obpaboTkm
nepcoHarnbHbIX AaHHbIX.

TexHunyeckne cpeactBa MUHPOPMALUMOHHON CUCTEMbl NepPCOHaNbHbIX
AaHHbIX — CPeacCTBa  BbIMUCIUTENBHON  TEXHWKW,  MH(POPMAaUMOHHO-BbLIMUCIIUTENBHbIE
KOMMJIEeKCbl U CETWU, CpeacTBa U CcUCTeMbl nepedayun, npuema mn obpabotkmn MNOH (cpeactsa u
CUCTEMbl  3BYKO3anuCW,  3BYKOYCUIEHWS,  3BYKOBOCMPOWM3BEOEHWS, MEeperoBopHble U
TENeBU3NOHHbIE YCTPOWCTBA, CPEeACTBa U3rOTOBMEHUS, TUPaXXUPOBaHWUA AOKYMEHTOB U Apyrve
TEXHUYECKME cpeacTBa 00OpaboTkM peyeBon, rpadmyeckon, BMOEO- U ByKBEHHO-LMAPOBOM
nHdopMaumK), NporpamMmHbIe CpeacTBa (OMepauMoOHHbIE CUCTEMbI, CUCTEMbI YMpaBrieHNs
6asamu JaHHbIX U T.N.), CPEACTBa 3almThbl MHOPMaLMK, NMPUMEHSEMbIE B MHPOPMALIMOHHBIX
cuctemax.

MepexBaTt (MH¢popmMaUMKM) — HENpaBOMEPHOE MNOMyYEHNE WHGOPMaUMM C UC-
Nnonb30BaHMEM TEXHUYECKOrOo CpeacTBa, OCYLLeCTBAANLWEro obHapyxeHue, npuem u
06paboTKy MHPOPMATUBHbBIX CUTHASOB.

lNMepcoHanbHble AaHHble — nobas MHGOpPMaUNd, OTHOCALWAACA K onpeneneH-
HOMY WM onpefendemMoMy Ha OCHOBaHWW TakoW WHdopMauun U3MYEeCKOMY nnuy
(cybbekTy nepcoHanbHbIX AaHHbIX), B TOM 4ucre ero hamunus, ums, oT4ecTBO, roj,
Mecsu, Aata M MeCcTO pOXAEeHWd, agpec, CeMenHoe, couumanbHoe, UMYLLeCTBEHHOEe
nonoxeHune, obpasoBaHue, npodeccus, 4oxoabl, Apyras nHopmaLms.

MoGoUHbIe 3NEeKTPOMarHUTHbIe U3NTYYEHUSs U HABOAKW — 3EKTPOMarHUTHbIE
N3NyYeHNsa TEXHUYECKMX CpeacTB 0b6paboTkM 3alumaeMon MHopMaLnn, BO3HUKaroLWwme

Kak NnoboYHOE sIBMEHNE U Bbi3BaHHbIE ANEeKTpn4eCKnMn curHanamm, ﬂ,eIZCTBy}OLLl,I/IMI/I B NX



3MEKTPUYECKUX N MarHUTHBIX LLensiX, a Takke 3fIeKTPOMarHUTHble HAaBOOKN 9TUX CUrHaroB
Ha TOKOMPOBOAALLME NINHUWN, KOHCTPYKLMU U Lenu NUTaHnS.

Monutnka «4YncTOro cToNla» — KOMMMEKC OpraHn3auuoHHbIX MEepPONPUNATUN,
KOHTPONMPYIOLMX OTCYTCTBME 3anuCbiBaHUA Ha OyMaXHble HOCUTENW KIHYEN U
aTpmbyToB focTyna (naponemn) u xpaHeHus nx B65m3m ob6bekToB gocTyna.

Monb3oBaTtenb MHPOPMALIMOHHON CUCTEMbI NEePCOHalNbHbIX AaHHbIX — MU0,
yyacTeylouwee B YHKLUMOHNPOBaHUM NH(POPMALMOHHON CUCTEMbI NEPCOHANbHbIX AAaHHbIX
UInn ncnosnbaylollee pesynbtatbl €ee PyHKLMOHNPOBAHNA.

NMpaBuna pa3srpaHuy4eHUss AOCTyna — COBOKYMHOCTb MpaBwusl, perfiameHTu-
pylOLWNX NpaBa AocTyna cybbekToB AoCTyna kK o6bektam JocTyna.

MporpamMmHaa 3aknagka — Ko4 nporpamMMbl, nNpegHaMepeHHO BHECEHHbIM B
nporpaMMmy C LUENb OCYLWECTBUTb YTEYKY, WU3MEeHUTb, O6NoKMpoBaTb, YHUYTOXWUTb
WHGOPMAUMIO UKW YHUYTOXUTL M MoaudumumpoBaTb MporpamMmmHoe obecneveHue
WHGOPMALMOHHOM CUCTEMbI MEPCOHanbHbIX AaHHbIX U (UnK) 6rokMpoBaTh annapaTHble
cpeacTea.

MporpammHoe (nporpaMMHO-MaTeMaTU4YeCKOe) BO3AEeNCTBUE — HEeCaHKLUMO-
HMPOBAHHOE BO3OENCTBME HaA pecypcbl aBTOMATM3NPOBAHHOW WHGOPMALIMOHHON
CUCTEMbI, OCYLLECTBMNSIEMOE C UCMNOMb30BaHWEM BPEOOHOCHbIX NPOrpaMm.

PackpbiTve nepcoHanbHbIX AaHHbIX — YMbIWMEHHOE WU CnyYanHoe
HapyLleHne KOHPUAEHUMAaNbHOCTU NePCOHAarbHbIX AaHHbIX.

PacnpoctpaHeHue nepcoHasribHbIX AaHHbIX — OENCTBUHA, HarnpaBfieHHble Ha
nepegavy nepcoHarbHbIX AaHHbIX onpeaeneHHoMy Kpyry nuu, (nepegada nepcoHanbHbIX
AaHHbIX) MW Ha O3HAKOMSMEHWEe C MepCcoHarbHbIMU OaHHbIMU HEOrpaHUYEHHOro Kpyra
nvd, B TOM u4ucne obHapogoBaHWe nepcoHasibHbIX AaHHbIX B CpeAcTBax MacCOBOM
WHopmauunKn, pasmelleHne B MHGPOPMALMOHHO-TENEKOMMYHUKALMOHHBLIX CeTAX Wnn
npegocTasBrieHne JOCTyNna K NepcoHasibHbIM AaHHbIM KakuM-nnbo MHbIM COCOBOM.

Pecypc uMHMpOpPMaLMOHHON CUCTEMbI — WUMEHOBAHHbLIA 3NIEMEHT CUCTEMHOTO,
NpUKNagHoro unu annapaTtHoro obecneveHus OYHKUMOHUPOBAHUS WHAOPMAaL OHHOM
CUCTEMBI.

CneuunanbHble KaTeropum nepcoHasribHbIX AaHHbIX — NepcoHarbHble OaHHble,
KacawLlnecs pacoBOW, HaUMOHANbHOM MNPUHAOSIEXHOCTU, MOMUTUYECKUX B3rNsgoB,
PENUIMO3HbBIX UM PUNOCOGCKNX YOEXOAEHNN, COCTOAHNA 300POBbS U MUHTUMHOW XU3HU
cybbekTa nepcoHarnbHbIX AAaHHbIX.

CpeactBa BbIYUCIIUTENIbBHOW TEeXHUKU — COBOKYMHOCTb MPOrPaMMHbIX U Tex-
HWYECKUX  ONEMEHTOB CUCTeM  0OpaboTKM  AaHHbIX,  CMOCOOHbIX  (PYHKUMOHMPOBATH

CaMOCTOATENIbHO UJTN B COCTaBE OPYIrnMxX CUCTEM.
8



Cyb6bekT poctyna (CyObekT)— nuuo WM npouecc, AEWCTBUSA KOTOPOro per-
NaMeHTUPYIOTCS NpaBunamMun pasrpaHnyeHmnsa gocTtyna.

TexHnyecknm KaHan YyTe4kM WHdpOpMaUUN — COBOKYMHOCTb HOCUTENS WH-
dopmaumm (cpeactea 0bpaboTkM), hranM4eckon cpedbl pacnpoOCTpaHeHs MHAOPMaTUBHOIO
curHana u cpeacTts, KOTOpbIMM A00bIBaeTCA 3almaeMas HopMauus.

TpaHcrpaHunyHas nepepava nepcoHasnbHbIX  AaHHbIX —  nepejadva
nepcoHarnbHbIX OaHHbIX ornepaTtopoM 4epe3 [ocyaapCTBeHHy rpaHuuly Poccuinckon
depgepaumm  opraHy BnacTM  MHOCTPAHHOrO  rocygapcTBa, usmyeckomy  mnu
IOPUAMYECKOMY NNLYY MHOCTPaHHOMO rocyaapcTBa.

Yrpo3bl 6e30nacHOCTM NepCcoHaNbHbIX AAaHHbIX — COBOKYMHOCTb YCIOBUA W
dhakTopOoB, CO34AOLLMX ONACHOCTb HECAHKLIMOHMPOBAHHOTO, B TOM YMCIE Cry4anHOro, AoCTyrna
K MepcoHasnbHbIM AaHHbIM, Pe3ynbTaTtOM KOTOPOro MOXET CTaTb YHUUTOXEHWE, WU3MEHEHUE,
GroKMpoBaHne, KOMMPOBaHME, PaCNPOCTPaHEHWE MNEePCOHamnbHbIX AaHHbIX, @ TakKe WHbIX
HECaHKLUMOHUPOBAHHbLIX AOEWCTBUA Npu  KMX obpabotke B  MHAOPMAaUMOHHOM CcuUcTeMe
nepcoHarbHbIX AaHHbIX.

YHUUYTOXEHME MNepPCOoHalNbHbIX AaHHbIX — OENCTBMSA, B pe3ynbTare KOTOpbIX
HEBO3MOXHO BOCCTAHOBUTL CoAepXaHue nepcoHarbHbIX aHHbIX B MH(POPMaLMOHHON cucteme
nepCoHaribHbIX AaHHbIX UMK B pe3ynbTaTe KOTOPbIX YHUUTOXAOTCH MaTepuaribHble HoCUTenu
nepcoHarbHbIX JaHHbIX.

YTeuka (3awmwaemon) uHcpopmauum NO TEXHUYECKMM KaHanam — HEKOH-
TponMpyemoe pacrnpocTpaHeHne MHopmMaLum oT HoCUTENS 3alLmiiaemMon nHdopmMaLmm Yyepes
hm3nHECKYIO cpealy A0 TEXHUYECKOro CPpeCTBa, OCYLLECTBNAOLWEro nepexsat nHopMaunn.

OpraHusaumsa — YnpasneHne obpasoBaHus.

YAasBUMocCTb — CrabocTb B CpeacTBax 3almTbl, KOTOPYHD MOXHO MCMOMNb3oBaTb A4
HapyLLEHMs1 CUCTEMbI UK CoAepKaLLiencs B HeW MHdopmaLmn.

LlenoctHocTb MHGOpMaumum — CrnocobHOCTL CPEeACTBa BbIYMCIUTENBHOM TEXHUKU
UM aBTOMaTU3VPOBAHHOW CUCTEMbI OBecreyrBaTb HEM3MEHHOCTb MHPOPMaLMM B YCIIOBUSAX

CrnyYanHoro nunm NnpegHaMepeHHOro UCKaXKEHNST (PaspyLLEHNS).



OBO3HAYEHUA U COKPALLEHUA
ABC — aHTuBMpYyCHbIE cpeacTBa
APM — aBTOMaTU3MpOBaHHOE paboyee MecTo
BTCC — BcnomoraTenbHble TEXHUYECKNe CpeacTea U CUCTEMbI
NCIMOH — nHcopmMaumoHHasa cuctema NepcoHanbHbIX AaHHbIX
K3 — koHTpOonvpyemas 3oHa
JIBC — nokaneHasi BblYMCIIUTENbHAs CETb
M3 — mexxceTeBon aKkpaH
HC[] — HeCcaHKUMOHUPOBaHHbLIN OCTYN
OC - onepaumoHHas cuctema
MAOH — nepcoHarnbHble AaHHbIE
MMB — nporpaMmmHo-MaTeMaTnyeckoe Bo3aencTeme
MO — nporpammHoe obecneyeHne
MAMWH — noboyHbIe anekTpoMarHUTHbIE U3MNYyYEeHUS N HABOAKM
CA3 — cuctema aHanusa 3almLeHHOCTH
C3W — cpenctea 3awmTbl UHGOPMaLNK
C3lMNAH — cuctema (nogcmctema) 3aLwmTbl NEPCOHarbHbIX AaHHbIX
COB - cuctema obHapyXeHNs BTOPXKEHUN
TKYU — TexHu4eckme kaHarnb! yTeukm nHgopmaumm

YBIMOH — yrpo3bl 6e30nacHOCTM NepcoHaribHbIX aHHbIX
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BBEOEHUE

Hactosawaa KoHuenuua wHdopmaumoHHon 6GesonacHoctn WCMOH TMK OY
«KaTblpblkCkasi HayanbHasa Wwkona — getckmni cag» (danee - OpraHusauunn), aBnseTcs
opmumanbHbIM  JOKYMEHTOM, B KOTOPOM oOnpedeneHa cuctemMa B3rMagoB  Ha
obecneyeHne nHpopmaymoHHon BesonacHocTn OpraHmsauun.,

HeobxognmocTtb  paspabotkum  KoHuenuun obycrnoBfneHa  CTpeMUTeSibHbIM
pacwmpeHnemMm cdepbl MNPUMEHEHUS HOBEWWNX WHEPOPMALMOHHBLIX TEXHOSorMm W
npoueccoB B OpraHusaumsax, npun obpadoTtke mHpopmaumm BoobLLe, U NepcoHasrbHbIX
AaHHbIX B YACTHOCTM.

HacTtoawasa KoHuenuusi onpegensieT OCHOBHbIE Lenn 1 3agayuv, a Takke obLuyro
cTpaTernio  MOCTPOEHUS  CUCTEMbl  3awWuTbl  NepcoHanbHbiX  AaHHbix  (C3M0OH)
OpraHnzauuun. KoHuenums onpegensieT OCHOBHble TpeboBaHMs 1 6a3oBble NoAxXoabl K X
peanusauuu, ana JOCTumkeHus Tpebyemoro ypoBHs 6e30nacHoCTy nHpopmaumn.

KoHuenuusa paspabotaHa B COOTBETCTBUM C CUCTEMHBIM NOAXOAO0M K
obecneyveHnto mHopmaumoHHon 6esonacHocTu. CUCTEMHbIM noaxod npeanonaraeT
npoBefeHMe  KOMMMEeKca  MeponpuAaTUW,  BKOYaWLWMX  UCCnefoBaHMe  yrpo3
WHGOpMaUnoHHoM 6e3onacHocTn M paspaboTky cuctembl 3awmtbl MNOH, ¢ nosuumm
KOMMEKCHOIO NPUMEHEHNSA TEXHUYECKNX U OPraHM3auUMoOHHbIX MEP U CPeACTB 3aLUMmThl.

Moo wHdopmaunmoHHon GesonacHocTbio [1H noHMMaeTcs  3alULEHHOCTb
nepcoHarnbHbIX JaHHbIX U obpabaTbiBatoLen NX NHAPPACTPYKTYPE OT MOBbLIX CryYanHbIX
UNnU 3NOHaAMEpPEHHbIX BO3OENCTBUN, Pe3ynbTaTOM KOTOPbIX MOXET ABUTbCHA HaHeceHue
ywepba camon nHgpopmaumn, ee Brnagenouam (cydbbvektam MNOH) nnmn nHdpacTpykType.
3apgaun MHpopmMaumMoHHON ©6e30nacHOCTU CBOAATCSA K MuHMMM3aumm yulepba oT
BO3MOXHOW peanu3aumm yrpo3d 6esonacHoct [H, a Takke K MPOrHO3MPOBaHWUIO W
npeaoTBpaLLEHNIO TaKNX BO3LENCTBUN.

KoHuenuusa cnyXmt OCHOBOW AN pa3paboTku KOMMMEeKca OpraHM3auuoHHbIX U
TEXHUYECKMX Mep Mo obecnevyeHuto MHGopMaLMOHHON Ge3onacHOCTM YupexaeHun, a
TakKke HOPMAaTUBHbIX U METOAMYECKNX OOKYMEHTOB, 0obGecneymBaroLLmMx ee peanusaumto,
N He npeanonaraeT nNogMeHbl OYHKLMA rocy4apCTBEHHbIX OpraHoOB Bfiactn Poccumnckon
depgepaumn, oTBevarwmx 3a obecneyeHne 6e3onacHOCTM  MH(OPMALMOHHBIX
TEXHONOIMM N 3amTy MHOPMaLINA.

KoHuenuusa aBnaeTcsa MeTogonorn4eckon OCHOBOM Ans:

- (bopMnpoBaHMs M NpoBeAEeHMs eOMHOM MONUTUMKM B obnactn obecneyeHus

6e3onacHoctu MNAH B UCIMAOH Oprannsayuu;
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- MPUHATUSA  yNpaBfieHYeCKUX peLlleHnn n pas3paboTkM npakTUYecKMx Mep no
BONSIOWEHMIO NONUTUKM Ge3onacHoctn H n BbipaboTKM KOMMMEKca CornacoBaHHbIX
Mep HOPMAaTUBHO-MPaBOBOro, TEXHOMOMMYECKOr0 W OpraHM3aunMoOHHO-TEXHUYECKOIO
Xapaktepa, HanpaBfeHHbIX Ha BbISBMIEHWE, OTPaXXeHWe W NUKBUOAUMIO NOCNeacTBUi
peanusauumu pasnuyHbix Bugos yrpos MNAaH;

- KoopauHaumm [eaTenbHOCTU CTPYKTYPHbIX nogpasgerneHnn OpraHuvsauuu npu
nposefeHun pabot no passutuio n akcnnyatauun UCIMOH ¢ cobniogeHnem TpeboBaHui
obecneyeHus 6esonacHocTu MNOH;

- pa3paboTkM NpeanoXeHnn No COBEPLLUEHCTBOBAHMIO NPaBOBOro, HOPMaTUBHOIO,
MEeTOANYECKOro, TEXHNYECKOrO 1 OpraHM3aunoHHoro obecneyeHuns 6esonacHoctu MNOH B
NCMNAOH OpraHnsauyuu.

O6bnactb npumeHeHuna KoHuenuuu pacnpoctpaHsieTtcs Ha Bce OpraHusayum
UMetoLLmMe OTHOLLEHNE K cucTteme obpasoBaHus TaMbIPCKOro MyHULMMNANbHOro panoHa,
aKkcnnyaTupylowmne TexHuyeckne wu nporpammuble cpegctea WCIOH, B KOTOpbIX
OCyLLeCTBNsAeTCs aBToMaTuanpoBaHHas obpaboTtka lN[H, a Takke Ha nogpasgeneHus,
OCYLLECTBNAOLWMNE CONPOBOXAEHNE, obcnyxmBaHne wn obecnedyeHne HopManbHOro
dyHKUMoHupoBaHua NCIOH.

MpaBoBon Gason gns paspaboTkum HacTosiwen KoHuenuuwn cnyxaT TpeboBaHuA
agencrteyowmx B Poccunm  3akoHogaTenbHbIX W HOPMATMBHLIX  JOKYMEHTOB MO

obecneveHnto 6e3onacHOCTM NepcoHanbHbIX AaHHbIX (MOH).
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1 O6wme nonoxeHus

Hactoswaa KoHuenumsi onpefensieT OCHOBHbIE LeNnu 1 3agayn, a Takke obLlyto
cTpaterio  MNOCTPOEHWS  CUCTEeMbl  3awWuTbl  NepcoHanbHbIX  AaHHbix  (C3MA4H)
OpraHuszauum, B cootBeTcTBUM C NepedHem NCTIOH. KoHuenuma onpegenseT OCHOBHbIE
TpeboBaHua n 6as3oBble NOAxXoAbl K WX peanusauun, Ans JocTkeHus Tpebyemoro
ypoBHS 6e3onacHOCTU MHdopMaL K.

C3MNAH npencrasnser cobor COBOKYNMHOCTb OPraHM3auMOHHBIX U TEXHUYECKUX
MeponpuaTun ana 3awuTbl NOH OT HENPaBOMEPHOrO MM Cry4amHOro OOCTyna K HUM,
YHUYTOXEHUS, M3MEHEeHMs, BNOoKMpOBaHMs, KONMPOBaHMS, pacnpocTpaHeHus [OH, a
TaKkKe UHbIX HENPaBOMEPHbIX AEACTBUIA C HUMM.

Be3onacHOCTb nepcoHamnbHbIX [[aHHbIX OOCTUraeTca MyTeM  UCKITHYEHUS
HEeCaHKLUNOHNUPOBAHHOIO, B TOM YMCIe Cry4yanHoro, 4OCTyna K nepcoHanbHbIM AaHHbIM,
pe3ynbTatoM KOTOPOro MOXET CTaTb YHUYMTOXEHWE, W3MeHeHue, O6rokMpoBaHue,
KONMMpOBaHWEe, pacnpoCTpaHEeHMe  NepCOoHanbHbIX  AaHHbIX, a TakKe  WUHbIX
HEeCaHKLUMOHUPOBaHHbIX ENCTBUMN.

CTpykTypa, coctaB U OCHOBHble (yHkumm C3IMOH onpepensawTcss mMcxoas M3
knacca WCIOH. C3lNOH BkNioYaeT opraHn3auMoOHHbIE MEpPbl U TEXHUYECKMEe cpeacTBa
3awmTbl MHopmaumm (B TOM yucne wngpoBanbHble (Kpuntorpaduyeckme) cpeacTsa,
cpenctBa npeaoTBpaLLeHnsa HeCaHKLUMOHMPOBAHHOIO AO0CTyNa, YTEeYKM MHGOopMauumn no
TEXHUYECKMM KaHanam, nporpaMMHO-TEXHUYECKNX BO3LEWCTBUMN Ha TEXHUYECKME
cpeactBa obpabotkm lH), a Takke wucnonb3yemble B MHEPOPMALMOHHOM CcUCTEME
MHOPMALNOHHLIE TEXHOMOMUM.

3TN Mepbl Npmn3BaHbl 0becneymnThb:

- KOH(huaeHUManbLHOCTbL MHGOPMaLUKU (3alimTa OT HeCaHKLMOHUPOBAHHOIO

03HaKOMIIEHUS);

- UeNIoCTHOCTb  MH(popmMaummM  (aKTyanbHOCTb U HEMNpOTUBOPEYUBOCTb
MHOpMaLMK, ee 3alUMWEHHOCTb OT  paspylleHWss W HecaHKLUMOHUPOBAHHOMO

N3MEHEHUS);

- AOCTYNHOCTb MH(popMauuM (BO3MOXHOCTb 3a MpuUeMrieMoe BpeMsi NosydnTb

Tpebyemyto MHOPMaLIMOHHYIO yCnyry).

Ctagunun co3ganust C3IOH BknovatoT:

- NpeanpoeKkTHas ctagus, Bko4darowaa npeanpoektHoe obenenosanHme VCTOH,

pa3paboTKy TEXHUYECKOro (YaCTHOIO TEXHUYECKOr0) 3aaHNsl Ha ee CO3AaHUE;
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- cTagusa npoekTupoBaHusa (paspaboTkm npoektoB) u peanudauun WNCIOH,
BKMtovarowan paspabotky C3IMOH B coctaBe VICTH;

- ctagna Beoga B pgenctsue C3MN0H, BkMYawowasa OMbITHYHO 3JKCNyatauumio u
NPUeMo-coaToOYHble UCMbITaHUA CPeACTB  3almTbl UMHGOPMauuKM, a Takke OUEeHKY
cootBeTcTBUA VCIOH TpeboBaHmam 6esonacHOCTU MHOpMaLMN.

OpraHnsaumoHHble Mepbl NpegycMaTpuBatroT co3gaHue 1 nogaepxaHue npaBoBon
6a3bl 6esonacHocTu [OH n paspaboTky (BBEdeHWe B OeWCTBME) NpeayCMOTPEHHbIX
Monutukon wuHgopmaunoHHon 6esonacHoctn WCIOH cnegyowmx opraHu3aumMoHHO-
pacrnopsanTeribHbIX AOKYMEHTOB:

- Mnan meponpuatun no obecnedeHuto 3awmtbl MOH npu nx obpaboTke B
NCIAan;

- naH meponpuaTnin No KOHTPOIo obecneyeHus 3awmnTbl MOH;

- MNopsigok pesepBupoBaHUsA M BoccTaHoBneHumsa pabotocnocobHoctn TC u 10O,
©a3 gaHHbIX n C3U;

- JJormkHOCTHaa uMHCTpyKums agmuHuctpatopa WCIMOH B 4vactu obecneyeHus
6e3onacHoctu MNOH npu nx obpaboTke B CIAH;

- [lJormkHOCTHaa MHCTPYKUMA agMmmHucTpatopa 6esonacHoctn ACTOH;

- [lormkHocTHaa umHCTpykums nonb3osatend WCIMOH B 4actu obecnedeHus
6e3onacHoctu MNOH npu nx obpaboTtke B ACIOH;

- IHCTpYKUKMA Ha criyyan BO3HUKHOBEHMUS BHELUTATHOM CUTyaLuu;

- PexomeHgaumMm no MCNosib30BaHUIO MPOrpamMMHbIX M annapaTHbIX CpeacTB
3aLlnTbl MHOopMaL UK.

TexHnyeckne wmMepbl 3aWuTbl peanuayroTca MNpyv MOMOLM COOTBETCTBYHOLLMX
NPOrpaMMHO-TEXHUYECKNX CPEACTB U METOLOB 3aLLMUThI.

lMepeyeHb HeobXxoaMMbIX Mep 3awuTbl  WHGOPMauun onpegensieTcs Mo

pesynbTatam BHYTpeHHeN npoBepkn 6esonacHoctn NCIOH OpraHusaumn.
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2 3agaum C3MNAH

OcHoBHOM uenbto C3MOH aBnsetca MuHMMM3aumsa yuwepba OT BO3MOXHOM
peanu3auum yrpo3 6esonacHoctu MNOH.

[na poctukeHna ocHoBHOW uenn cuctema 6esonacHoctu MAH NCIOH gomkHa
obecneunBaTb 3IPPEKTUBHOE peLleHne cnegyowmx 3agay:

- 3aWwmMTy OT BMewaTenbctBa B npouecc yHKumoHmposanmsa WCIIOH
NOCTOPOHHMX NnL, (BO3MOXHOCTb ucnonb3oBaHna AC 1 OOCTyn K ee pecypcam LOOSMKHbI
MMEeTb TOSbKO 3aperncTpMpoOBaHHbIe YCTAaHOBIIEHHBIM NOPSAAKOM MNOSib30oBaTeNN);

- pasrpaHuMyeHne OCTyna 3aperMcTpupoBaHHbIX Mofb3oBaTenen K annapaTHbIM,
NPorpaMMHbIM U MHGOPMaLMOHHBLIM pecypcam VCTIOH (BO3MOXHOCTb JOCTYNa TOMbKO K
TEM pecypcaMm W BbIMOSHEHUA TOMbKO TeX onepauun C HUMK, KOTOpble HEeobXoauMbl
KOHKpeTHbIM  nonb3oBatenam WCIMOH 4ana  BbINONHEHUS  CBOUX  CRYXeBHbIX
006s13aHHOCTEN), TO €CTb 3aLlMTy OT HECAHKLMOHMPOBAHHOIO AOCTyna:

a) K Hdopmaumu, umpkynupytowen 8 UCMaH;

0) cpeacTBam BbluMcnmTenbHOM TexHukn NCMOH;

B) annapaTtHbiM, MPOrpaMMHbIM U KpUMTOrpacuyeckum cpeactesam
3awmThl, ucnonbdyemoim B NCIOH;

- perucTpaumio OencTBMi nonb3oBatenierd Mnpu MCrosib30BaHUM  3aluviaeMblX
pecypcoB VCIIOH B CUCTEMHBIX XypHanax u nepuoandeckuin KOHTPOSb KOPPEKTHOCTU
OenCTBUM Nosib30oBaTesien CUCTEMBbI NYTEM aHanmMsa Co4EePKUMOro 3TUX XKYPHaros;

- KOHTPOSb LEenocTHOCTN (obBecneyeHne HEeU3MeHHOCTU) cpedbl WCMOMHEHUS
nporpaMmm n ee BOCCTaHOBIIEHNE B Cllydae HapyLleHus:;

- 3alWMUTYy OT HECAHKLUMOHMPOBAHHOW MoOAUMMKAUMN U KOHTPOSMb LENOCTHOCTH
ncnono3dyembix B WCIIOH nporpaMMHbIX CpPeacTB, a Takke 3awuTy CUCTEMbI OT
BHepPEHMs1 HECAHKLMOHMPOBAHHbLIX MpOorpamMm;

- 3awmTy MNOH OT yTEeYKM NO TEXHMYECKMM KaHanam npu ee obpaboTke, XxpaHeHUn
W nepegaye no kaHanam CBA3w;

- 3awmTy MNAH, XxpaHnmon, obpabaTbiBaemMor 1 nepegaBaeMomn No KaHanam CBs3u,
OT HECAHKLMOHMPOBAHHOIO pasrnawleHns UM NCKaxxeHus;

- obecneyeHne XnMBy4YectTn KpuntorpadmMyeckmx CpencTB 3alumTbl MHopMaumnm
npy KOMNpPOMeTaLUum YacTu Kno4YeBOW CUCTEMbI;

- CBOEBPEMEHHOE BbISIBNIEHNE MCTOYHUKOB yrpo3 6e3onacHocTtu [NOH, npuumH m
yCrnoBui, cnocobCcTBYOLWNX HaHeceHMO yulepba cybbektam MN[H, co3gaHme mexaHuama

onepaTUBHOIO pearMpoBaHus Ha yrpo3bl 6esonacHocTy MNOH 1 HeraTUBHbIE TEHOEHLNN;
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- CoO3JaHune yCJ'IOBVIﬁ ana MUHMMm3aumn 1 nokanm3aunnm HaHOCMMOro yu.l,ep6a
HerpasoMepHbIMU AencTBUAMM (bl/l3|/|'-leCKVIX n ropungn4eckmnx nuu, ocnabneHwune

HEeraTMBHOIO BNUSIHUS N NIMKBMOALNA NOCNEACTBUM HapyLlleHnA 6Ges3onacHocTun Man.
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3 O6BbeKTbI 3aWUThbI
3.1 NepeyeHb MHPOPMALIMOHHBLIX CUCTEM

B VYupexgeHun npousBogutca obpaboTka nepcoHanbHbIX OaHHbIX B
MHOPMaUMOHHbIX cuctema o6paboTkn nepcoHanbHbIX gaHHbIX (WCTOH).

MepeveHb WCTIOH onpepensietcs Ha ocHoBaHuu OT4vyeTa MO pesynbTatam
BHYTPEHHEWN NPOBEPKU.

3.2 NepeyeHb 06HLEKTOB 3aLMThI

Ob6bekTamn 3awmThbl ABRSTCA — MHpopmaums, obpabaTteiBaemaa B VCIMOH, n
TeXHM4Yeckne cpeactsa ee obpaboTkm m 3awmTbl. [lepevyeHb nepcoHarnbHbIX OaHHbIX,
noanexaiwuue 3sawute, onpegeneH B [lepedyHe nepcoHarbHbIX AaHHbIX, noanexawmx

3awmTte B CIM.

O6beKTbl 3aLMThbl BKIHOYAIOT:

1) O6pabaTbiBaemasn MHGOpMaLmS.

2) TexHonornyeckas nHgopmaums.

3) MporpammHo-TEXHMYeCKne cpeacTea 06paboTKu.

4) Cpepnctea 3awmtsl MOH.

5) KaHarbl HgopMaLnoHHOro 06MeHa 1 TENeKOMMYHMKaLWN.

6) O6bEKTbI M NOMELLEHUS!, B KOTOPbIX pasmelleHbl KoMnoHeHTbl MCTOH.
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4 Knaccudmkauusa nonb3oartenen UCMNOH
Monb3oBaTtenem WVCIOH aBnsetca nuuo, yvacTeyolwlee B (DYHKLUMOHUPOBAHMM
WHGOPMALNOHHOM CUCTEMbI NEePCOHalbHbIX JAaHHbIX UK UCMONb3ytoLee pe3ynbTaThbl ee
dyHKUMOHUpoBaHus.  [Monb3osatenem  WCIIOH  gaBnfeTtca  nwobon  COTPYAHUK
Opranusaumm, wumetowmn poctyn k WCIMOH u ee pecypcam B COOTBETCTBUM C
YCTaHOBIEHHbIM NOPSAKOM, B COOTBETCTBUM C €ro PyHKUMOHANbHBIMU 00S13aHHOCTSMN.

Monb3osatenu NCIOH genaTcs Ha Tpy OCHOBHbIE KaTeropum:

1) AomuHnctpaTtop MCMAOH. CoTpyaHukn OpraHusaumm, KOTOpble 3aHMMaloTcs
HaCTPOWMKOWN, BHeApeHueM un conpoBoxaeHnem cuctembl. AgmunHuctpatop WCIOH
obnagaet crneaylowmMm ypoBHEM JOCTyNa:

- obnagaeTr nMoOnHOM WHgopMauMen O CUCTEMHOM W MPUKNagHOM
nporpammHom obecneveHnn NCIMAOH;
- obnagaeTr nofHOM uMHopmaumen O TEeXHUYECKUX cpeacrtBax M

KoHdpurypauumn ACIOH;

- UMeeT [J0CTyn KO BCeM TeXHMYecKMMm cpeactBam  0bpaboTkm
nHdopmaumm n gaHHoim ACTIOH;
- obnagaeT npaBamMu KOHOUIYpPUpPOBaHUA U aAMUHUCTPATUBHON HACTPOWKN

TexHnyeckux cpeacts NCTOH.

2) MNporpammuct-paspabotunk  UCMOH.  CoTpyaHuku — OpraHusauum — unu
CTOPOHHMX  OpraHu3auuin, KOTOpble 3aHMMAalOTCs  pa3paboTkoM  NPOrpamMmMHOro

obecneyvenuns. Paspabotumk NCIOH obnagaet cneaylowmm ypoBHEM LOCTyNa:

- obnagaeT wHgopmaumen o6 anropuTmax M nporpammax o6paboTku
nHgopmauum Ha NCT10H;

- obnagaeT BO3MOXHOCTAMW BHECEHUsI OLNOOK, HeaeKnapupOBaHHbIX
BO3MOXHOCTEN,  MNPOrpaMMHbIX  3aKNagoK, BPEAOHOCHbIX  MNporpaMm B
nporpaMmmHoe obecneyeHne WCIOH Ha cTagum ee paspaboTku, BHEOPEHUSA WU

COMpoOBOXAOEHUA;

- MOXET pacnonaratb nobbiMn parMeHTaMmm MHGOpMauum O TOMonornn
WCIMOH n TexHnyecknx cpeacteax obpabotku n 3awmTsl MNMOH, obpabaTtbiBaeMbix
B CMOH.
3) Onepatop WUCMOH. CoTpyaHukun OpraHusaumy yyacTByloliMe B npouecce
akcnnyataumm NCIMAH. Onepatop NCIMOH obnagaeT cneayrowmum ypoBHEM AoCTyna:
- obnagaeT BcemMn HeobGxoaMMbIMM aTpubyTamm (Hanpumep, napornem),

obecneynBaroLLMMmN JOCTYN K HEKOTOPOMY noamMHoxecTBy NH;
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- pacnonaraeTt KOHpunaeHUnanbHbIMNU JaHHBbIMK, K KOTOPbIM UMEeEeT JOCTY.

KaTeropmn nonb3oBartenen Oo0mkHbl ObiTb onpeaeneHbl ans kaxgon WCIOH.
HomkHo BbITb YTOYHEHO pa3feneHne COTPYAHMKOB BHYTPW KaTeEropui, B COOTBETCTBUM C
TNamMmu nonb3oBaTenen onpeaeneHHsIMn B Nonntuke nHopmaumMoHHoW 6e30nacHOCTH.
Bce BbIsiBneHHble rpynnbl nonib3oBaTenen otpaxatrTtca B OTyeTe No pesynbtartam
BHYTpeHHen npoBepkn. Ha ocHoBaHum OT4veTa onpegenswTcss npaBa [[OCTyna K
anemeHTam UCIOH ons Bcex rpynn nofnb3oBaTenen n otpaxattca B MaTpuue goctyna
B [lonoxeHun o pasrpaHndyeHUn npaB Joctyna Kk obpabaTbiBaeMbiM MNepCcOHanbHbIM

OaHHbIM.
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5 OcHOBHbIe NPUHLMMNBI NOCTPOEHUS CUCTEMbI KOMMNJIEKCHOM 3aLlMThI
nHcopmauuu

MocTtpoeHune cuctembl obecnedennsa 6esonacHoctu MNOAH UCMOAH Opranunsauum m
ee (PYHKUMOHUPOBAHUE [OOSKHbI OCYLLEeCTBNATLCA B COOTBETCTBUM CO Creayloumm

OCHOBHbIMU MPUHLMNAMM:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMMMNEKCHOCTB;
- HEenpepbIBHOCTb;
- CBOEBPEMEHHOCTb;
- NPEEeMCTBEHHOCTb U HEMNPEPbLIBHOCTb COBEPLLUEHCTBOBAHUS;
- NepcoHarnbHas OTBETCTBEHHOCTb;
- MMHUMM3ALMA NOSTHOMOYUIA;
- B3aMMOAEeNCTBUE U COTPYAHNYECTBO;
- TMOKOCTb CUCTEMbI 3aLLMUTHI;
- OTKPbITOCTb anropuTMOB N MEXaHU3MOB 3aLLUThI;
- NpOCTOTa NPUMEHEHUSI CPEACTB 3aLLMUThI;
- Hay4yHas 000CHOBAHHOCTb M TEXHUYECKas peann3yemMocTb;
- cneumanusauus u npodeccnoHanunsam;

- 0683aTENbHOCTb KOHTPONS.

5.1 3akoHHOCTbL
Mpegnonaraet ocywWecTBEHNE 3aLMTHbIX MeponpuaTuin u paspabotky C3MOH
OpraHusaumm B COOTBETCTBUM C AEUCTBYHOLUMM 3aKOHOAATENbCTBOM B 06n1acTy 3alunThbl
MAH v apyrMx HOpMaTMBHBLIX akTOB Mo 6e30nacHOCTU MHOpMaLMK, YTBEPXKAEHHbIX
opraHamu rocygapcTBeHHOW BMacTu 1 ynpasneHnsi B Nnpegenax ux KoMneTeHUmm.
Monb3oBaTtenu n obenyxunsatowm nepcoHan MNAH UCIMAn OpraHn3aumm SOMKHbI
OblTb OCBEAOMIEHbI O nopsigke paboTbl C  3alMaemMon WHgopmaunen u o6

OTBETCTBEHHOCTU 3a 3awunTbl MNOH.

5.2 CucteMHocTb
CuctemHbin nogxog kK noctpoeHuto C3MOH OpraHmsauuun npegnonaraeTt yyer
BCEX B3aMMOCBSI3aHHbIX, B3aMMOAEWCTBYHOLLUNX W U3MEHSIOWMNXCA BO BPEMEHMU
3IEMEHTOB, YCNOBUN N (PaKTOPOB, CYLLECTBEHHO 3HAYUMbIX ANSA MOHUMAHUS U peLleHus

npobnembl obecneveHnsa 6esonacHocTu NAH NCMOH Opranusaumn.
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Mpn co3pgaHnmn cncTembl 3alUMThl OOMKHbI YYMTbIBATLCA BCe cnabble n Hambonee
ys3BMMble MecTa cuctembl obpabotku MNOH, a Takke xapakTep, BO3MOXHble 00BbEKTbI U
HanpaBfieHMss aTtak Ha CUCTeMy CO  CTOPOHbl  Hapywwutenem  (0CoBeHHO
BbICOKOKBaNMnuMpoBaHHbIX 3110yMbILLIIEHHUKOB), nyTu NPOHMKHOBEHNSA B
pacnpegeneHHble cuctembl  HCL k nndpopmaummn. Cuctema 3awmtbl 4OMKHA CTPOUTLCS
C y4eTOM He TOJSIbKO BCEX U3BECTHbIX KaHanoB NpoHukHoBeHus 1 HCL, k nHpopmauymm, HO
N C Y4E€TOM BO3MOXHOCTU MOSIBIIEHUS MPUHLMANANBHO HOBLIX MyTen peanusauumm yrpos

6e3onacHocTH.

5.3 KomnnekcHocTb

KomnnekcHoe wucnonb3oBaHMe MeTOOAOB W CPeacTB 3awuTbl  npegnonaraet
cornacoBaHHOe MNpPUMEHEHNE pPa3HOPOOHbLIX CPEACTB MpU MNOCTPOEHUN LIENOCTHOW
CACTEMbI  3alMUTbl, MEpPEKpbIBalOWLE BCE CyLLECTBEHHble (3Ha4yMMble) KaHasbl
peanu3auum yrpo3 M He cogepxallen cnabblx MeCT Ha CTblkax OTAENbHbIX ee
KOMMOHEHTOB.

3awmrta [omKkHa CTPOMTLCA JLENOHMPOBaHO. [NsA KaXQgoro KaHana yTeuku
MHpOpMaLMKM U ONSA Kaxaow yrpo3bl 6€30nacHOCTM AO0SMKHO CyLLIECTBOBATb HECKOSbKO
3aWwmTHbIX pybexen. CosgaHme 3almUTHbIX pybexen ocyLlecTBnseTcss ¢ yd4eToM TOro,
ytobbl ANA WX NPeoAoNeHns MOTeHUnanbHOMYy 3IOYMbILLNEHHMKY TpeboBanuch
npodeccuoHanbHble HaBblKW B HECKOMbKNMX HEB3aMMOCBS3aHHbIX 06nacTsX.

BHewHas 3awmta pgomkHa obecneymBatbCsl  (OU3NYECKMMWU  CpeacTBaMu,
OpraHn3aunoHHbIMK 1 NpaBoBbiIMK MepaMn. OgHUM M3 Hanbornee yKpensneHHbIX pybexen
npusBaHbl OblITb CcpeacTBa  KpunTorpaduyeckon  3aluTbl, peanun3oBaHHble C
ucnonb3oBaHnem TtexHonormm VPN. [lpuknagHoW ypoBeHb 3alUuTbl, YYUTbIBAKOLLMUNA

ocobeHHOCTM NpegMeTHON obnacTu, NpeacTaBnNseT BHYTPEHHUN pyDex 3alunTbl.

5.4 HenpepbIBHOCTbL 3awmThl MOH

3awmta T1OH — He pasoBoe MeponpusaTME W HE npocTad COBOKYMHOCTb
NpoBeAeHHbIX MEpPONpPUATUA U YCTAHOBMNEHHbIX CPEACTB 3aluTbl, @ HenpepbiBHbIN
ueneHanpaBneHHbl NpoLuecc, npegnonararlwmin NPUHATME COOTBETCTBYIOLLMX Mep Ha
BCeX aTanax »usHeHHoro uunkna NCIrgH.

WCIMOH fomkHbl HaXoOMTbCA B 3aLLMLLEHHOM COCTOSHUW Ha MPOTSXKEHMM BCEro
BpeMeHN wux ¢yHKUMOHMpPOBaHNA. B cooTBeTCcTBUM C 3TUM  MPUHUUNOM  [OOSMKHbI
npuHUMaTbBCA Mepbl NO HegonyweHuio nepexoga NCIOH B He3awuweHHOe COCTOSHME.

BonbWNHCTBY (PMU3NYECKMX U TEXHUYECKUX CPeaCcTB 3awmnTbl And addeKkTUBHOro
BbIMOMHEHMS  CBOMX  (PYHKUMA  HeobxoauMma  MOCTOsIHHAA  TexHu4yeckas U

opraHusaumoHHas (agMWHUCTpaTMBHAsA) nogdepkka (CBOEBpPEMEHHAs CMeHa U
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obecneyeHne MpaBUNbHOMO XPaHEHUs W MPUMEHEHUS WMEeH, Napornewn, Kioyen
lncbpoBaHus, nepeonpeneneHne nonHoMmounin u T.n.). MepepbiBbl B paboTe cpencts
3alLMTbl MOTYyT ObITb UCMONb30BaHbl 3MOYMbILUIEHHUKAMW Afsi aHanu3a NpUMeHsIEMbIX
METOAOB W CPEACTB 3aWuThl, AONS BHEAPEHWs chneuuarnbHbiX NPOrpammHbIX U
annapaTtHbIX «3aKnafok» W OPYrMxX CPeACTB MNPeonOoNieHUst CUCTEMbI 3alluMTbl nocre

BOCCTaAHOBJIEHUA €€ (byHKLI,I/IOHI/IpOBaHI/IFI.

5.5 CBoeBpeMeHHOCTb

Mpegnonaraet ynpexaawowmin xapakrep mep obecneyeHus G6esonacHoctu MOH,
TO eCTb MOCTaAHOBKY 3adad no komnnekcHom 3awmte WCIIOH n peanusauunio mep
obecneyveHuns 6esonacHocTu MNMOH Ha paHHUX cTagusx paspadotkn NCIOH B uenom n ee
CUCTEMbI 3aLLNTbl MHPOPMaLNN, B HACTHOCTW.

PaspaboTka cucTembl 3almUTbl AOSMKHA BECTUChb MapannesnibHO ¢ pa3paboTkon u
pasBUTMEM CaMOW 3alMWaemMon CUCTEMbl. OTO MO3BOMUT Yy4vecTb TpeboBaHus
6e30nacHOCTM NpWU NPOEKTUPOBAHUM apXUTEKTYPbI U, B KOHEYHOM cyeTe, co3aaTtb bonee

SCbeeKTI/IBHbIe (KaK no 3aTpartamM pecypcoB, TaK 1 MNo CTOI‘/IIKOCTI/I) 3alwneHHble CUCTEeMDbI.

5.6 MpeeMcTBEHHOCTbL U COBEpLLUEHCTBOBaHUE
lMpeanonaraldT MOCTOSSHHOE COBEPLLUEHCTBOBAHME Mep W CPeacTB  3alinTbl
nHdopmMaumm Ha OCHOBE NPEEMCTBEHHOCTU OpraHM3auMOHHbBIX N TEXHUYECKUX PELLIEHUN,
KagpoBOro cocrtaBa, aHanusa dgyHkumoHnpoBaHua WCIIOH n ee cuctembl 3awmTbl C
y4eToOM M3MEHEHWN B MeTodax W CpencTBax nepexsaTa WMHGOpPMauuK, HOPMAaTUBHbIX
TpeboBaHUN No 3awuTe, AOCTUTHYTOrO OTEYECTBEHHOrO U 3apybexxHoro onbita B 3TOM

obnactw.

5.7 MepcoHanbHasi OTBETCTBEHHOCTb
lMpepnonaraet BO3MoOXeHMe OTBETCTBEHHOCTU 3a obecnedeHve ©GesonacHOCTU
MOH n cuctembl nx 06paboTKM Ha KaXXQoro COTpyaHMKa B npeaeniax ero nosiHomounn. B
COOTBETCTBUU C 3TUM MPUHLMNOM pacnpeneneHue npas U ob6a3aHHOCTEN COTPYOHWUKOB
CTpouTCs Takmm obpasom, 4Tobbl B criydae noboro HapyLleHust Kpyr BUHOBHUKOB Obin

YEeTKO N3BECTEH 1IN CBedEeH K MUHUMYMY.

5.8 MpuHUMN MMHMMKU3aALMKN NONTHOMOYUIA
Os3HavyaeT npegocTaBrfieHNe MNoMb3oBaTENsIM MUHMMAaInbHbLIX MpaB AocTyna B
COOTBETCTBUM C NPOU3BOACTBEHHOMW HEOOBXOOUMOCTBLIO, HA OCHOBE MpMHUMMNA «BCE, YTO
He paspeLleHo, 3anpeLLeHo».
Hoctyn k MNOH OOMmMKEH NPeaoCTaBnATLCS TOMNbKO B TOM criydae u obbeme, ecnu

3TO HeobxoaMmo COTPYOHUKY AnA BbINOJIHEHNA ero gOJTIXXKHOCTHbIX obs3aHHOCTEN.
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5.9 BsaumopencrTeme u cCOTpyaHU4eCTBO
MNpegnonaraetr cosgaHve  GnaronpuaTHOM  atMocdepbl B KOMMEKTUBax
nogpasgenexumn, obecneunsarowmx gearensHocte NCIOAH OpraHnsauum, ons CHUXEHUS
BEPOSATHOCTM BO3HUKHOBEHUSI HEraTUBHbIX [OENCTBUN CBA3AHHbLIX C YerloBEeYECKUM
dhakTOpOM.
B Takon obcTtaHOBKE COTPYOHUKN OOIMKHLI OCO3HAHHO cobnoaaTh YCTaHOBIIEHHbIE
npasvna M okasblBaTb COAEWNCTBME B [EATEeNbHOCTUM nogpasfernieHnn TeXHUYeCcKom

3aLUmMTbl MHopMaLUK.

5.10 rmbkocTb cuctemsl 3awmTbl MOH
MpuHATLIE Mepbl U YCTAaHOBMNEHHbIE CPeacTBa 3aluMTbl, 0COBEHHO B HaYarbHbIN
nepvoa uUx aKcnnyaTauum, MoryT obecrneunsaTh Kak YpesmepHbIid, Tak U He4OCTaTOUHbIN
ypoBeHb 3awmTthl. [na obecrnevyeHnss BO3MOXHOCTU BapbWPOBAHUS  YPOBHEM
3alMLLEHHOCTM, CPEeAcTBa 3almTbl OOMKHbI obnagath onpefeneHHon rmbKOoCTbIo.
OcoBGeHHO BaXkHbIM 3TO CBOWCTBO AIBMSETCA B TeX Cryvasix, KOrga yCTaHOBKY CPencTB
3aWwmThl He06X0AMMO OCYLLECTBNATL Ha paboTaloLlyo CUCTEMY, He HapyLlas npoLecca

ee HopManbHOro YyHKLMOHMPOBAHUS.

5.11 OTKpbLITOCTbL anNropuTMOB U MEXaHU3MOB 3aLUUTbI
CyTb NpUHLMNA OTKPLITOCTU anropuTMOB U MEXaHW3MOB 3aLLUTbl COCTOUT B TOM,
YTO 3aluTa He OOoMKHa obecneynBaTbCsA TOMbKO 3a CYET CEKPEeTHOCTU CTPYKTYpPHOW
opraHv3auMm u anropuTMoB (PYHKLVOHMPOBAHUSA ee MNoAcUCTeEM. 3HaHWe anropuTMoB
paboTbl CUCTEMbI 3alUMTbl HE AOIMKHO AaBaTb BO3MOXHOCTU ee MnpeodonieHus (aaxe
aBTopam). OgHako, 3TO He O3Ha4aeT, YTO MHPOPMAaLINSA O KOHKPETHOW CUCTEME 3aLLUThI

AormkHa 6bITb 06LWweaocTynHa.

5.12 NpocToTa NpMMeHeHNs CPeACTB 3alMnThI

MexaHn3mbl 3alWnTbl  AOSMKHbl  OblTb  MHTYUTUBHO MOHATHBI WM MPOCTbl B
ncnonb3oBaHnn. NpuMeHeHne cpeacTB 3alunTbl HE AOSMKHO OblTb CBA3aHO CO 3HAHWEM
cneumnanbHbIX S3bIKOB UMW C BbINOSIHEHMEM [OEWCTBUN, TpeOylowmnx 3Ha4MTENbHbIX
AOMNOSHUTENbHBIX  Tpygo3atpar npu  obblMHOM  paboTe  3apermcTpupoBaHHbLIX
YCT@HOBJIEHHbIM MOPSAKOM MONb3oBaTeNen, a Takke He [OO/MKHO TpeboBaTb OT
nosnib3oBaTensi BbIMOMHEHUS PYTUHHbLIX ManonoHATHbLIX eMy onepauui (BBO4 HECKOSMbKUX
naponen n UMeH N 1.4.).

[lomkHa pgocturaTbCs  aBToMaTM3aumMa  MakCMManbHOro  Yucna LOEeNCTBUN

nonb3osatenen n agmmHuctpatopos VICTH.
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5.13 HayyHass 060CHOBaHHOCTbL M TeXHUYECKas peann3yemMocTb

MHpOpMaLMOHHbIE TEXHOMOMMKU, TEXHUYECKME U MporpaMMHble CpeacTBa,
cpeacTBa M Mepbl 3alnTbl MHpopMaUMM O0IMKHbI ObiTb peanM3oBaHbl HA COBPEMEHHOM
YPOBHE pasBUTUSA HAyKM N TEXHUKWU, HAy4YHO OBOCHOBaHblI C TOYKN 3PEHUSA OOCTUKEHMS
3ajaHHOro  ypoBHA 6e30rmacHOCTM  MHopMauMm KW OO0SMDKHbl  COOTBETCTBOBATb
YyCTaHOBIEHHbLIM HOpMaM 1 TpeboBaHuaM rno 6esonacHocTn MNMOH.

C3MAH pomkHa OblITb OpPUEHTUPOBAHA Ha pELUEHUsi, BO3MOXHbIE PUCKM ONS
KOTOpPbIX W Mepbl NPOTMBOAEUCTBUS OTUM  pPUCKaM MNPOLWSN  BCECTOPOHHIOK

TEOPETUHECKYHO N NMPaKTUYECKYH NMPOBEPKY.

5.14 Cneunanusauma u npodeccMoHannsm
MpeanonaraeT npuBneYeHne Kk paspaboTke CPEACTB M peanusauuv mep 3aluThbl
NHOPMAaLMN  Creumanu3npoBaHHbIX OpraHu3auuin, Havbonee nOArOTOBMEHHbIX K
KOHKPETHOMY BUAYy OeATenbHOCTM No obecneveHunto 6esonacHocTu MOH, MeLWmUX onbIT
npakTU4ecko paboTbl U rOCYAapCTBEHHYIO NMULIEH3UIO HA NPaBO OKa3aHWsa YCnyr B 3TOW
obnactn. Peanusauua agMUHUCTPATMBHBLIX Mep W 3KcnnyaTauus CPeAcTB 3alluTbl
[IOMPKHA  OCYLLIEeCTBNATLCA MPOMECCUOHANbHO MNOArOTOBMNEHHLIMK  CrieluanucTaMm

Opranunszaumm.

5.15 O6asaTenbHOCTL KOHTpPONA

MpeanonaraeT 065A3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISIBNIEHUA U NpeceyYeHus
MOMbITOK HapyLIeHUss YCTaHOBMEHHbIX npaBun obecnedeHunsa 6esonacHocT MOH Ha
OCHOBE  UCMOMb3yeMblX CUCTEM U  CPeAcTB  3aluuThl  MHdOpMaUMK  Mpu
COBEpPLUEHCTBOBAHUN KPUTEPMEB U METOOO0B OLEHKU 3(PAEKTUBHOCTM ITUX CUCTEM W
CpeqacTs.

KoHTponb 3a AeATeNnbHOCTLIO Mo6Ooro nonb3oBaTens, Kaxaoro cpeacTsa 3aluThbl
M B OTHOLIEHMM TOGOro obbekTa 3aluTbl OOMKEH OCYLIEeCTBNATLCA Ha OCHOBE
NPUMEHEHMS CPEACTB OnepaTMBHOIO KOHTPOMA U perucTpauum M OOrmKeH oxBaTbiBaTb

KakK HeCaHKLUMOHUPOBaHHbIE, TAaK N CAHKLUMOHNPOBaAHHbIE OENCTBUSA NMoNb3oBaTeNeNn.
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6 Mepbl, MeToabl U cpeAcTBa o6ecneyeHusi TpebyemMoro ypoBHSA 3alUMULLIEHHOCTH
ObecneyeHne TpebyeMoro ypoBHSI 3aLLMLLEHHOCTM AOJHPKHOCTM AOCTUraTtbCsl C
ncrnonb3oBaHMEM Mep, MeTofdoB M cpeactB 6e3onacHocTn. Bce mepbl obecneveHust

©e3onacHoctn NCIOH nogpasgensatoTcs Ha:

- 3aKoHogaTernbHble (NpaBoBbIe);

MOpParibHO-3TUYECKUE;

opraHn3aunoHHbIEe (aﬂMVIHI/ICTpaTI/IBHbIe);

dm3n4yeckme;
- TeEXHMYecKMe (annapaTHble U NPorpaMMHbIE).
lMepeyeHb BbIOpaHHbLIX Mep obecneveHns BGesonacHOCTM oTpaxaeTtcs B [1naHe

MGpOI'IpVISITMVI no obecneyvyeHunto 3aLLnThbI nepcoHarnbHbIX OaHHbIX.

6.1 3akoHopaTenbHble (NPaBOBbLIE) Mepbl 3aLMUThbI

K npaBoBbIM MepaM 3alLnTbl OTHOCATCSA AENCTBYIOLLNE B CTPaHEe 3aKOHbI, yKasbl U
HOpPMaTMBHbIE aKTbl, pernameHTupyowmne npasuna obpaieHna ¢ MNOH, 3akpennsowme
npaBa M 06S3aHHOCTU YYaCTHMKOB WMHAOPMALMOHHBLIX OTHOLLEHMWA B npouecce ee
00paboTkm M WCNONb30BaHUs, a TaKkKe YCTaHaBnMBalLWME OTBETCTBEHHOCTb 3a
HapyLIEeHNa 3TUX NpaBusl, NPEenATCTBYS TEM CaMblM HEMPaBOMEPHOMY WCMOSb30BaHUIO
MOH n anawowmeca caepxmearoLmm akTopoM A5 NoTeHUNaNbHbIX HAPYLUUTESEN.

[MpaBoBble Mepbl 3aLUNTbl HOCAT B OCHOBHOM YyrpeXaatoLmn, npodunakTuyecknin
Xapaktep u TpebylT MNOCTOSAHHOM pas3bsCHUTENbHOM pPaboTbl C MNONb3oBaTENAMU W

ob6CnyxnBatoLLMM NeEPCOHANIoM CUCTEMBI.

6.2 MopanbHO-3TU4YeCKMe Mepbl 3aWmThbl

K MopanbHO-3TU4ECKMM MepaM OTHOCATCA HOPMbl MOBEAEHMS, KOTOpble
TPagOULMOHHO CMOXUIMCh UNN CKNaabiBalOTCA NO Mepe pacnpocTpaHeHns OBM B cTpaHe
unm obuwectse. BT HOpMbl BonblIENn 4YacTblo He SBRATCA 0b6da3aTenbHbIMKM, Kak
3aKOHOLATENBbHO YTBEPXAEHHBIE HOPMATUBHbIE aKTbl, OAHAKO, UX HecobnoaeHne BeaeT
OObIYHO K MafeHu0 aBTOpUTETA, MPECTMKA YenoBeKa, rpynnbl fWL, UM OpraHM3auun.
MopanbHo-3Tnu4yeckne HopMbl ObIBalOT Kak HenucaHble (Hanpumep, obLienpuaHaHHble
HOPMbl YECTHOCTW, MaTpMoTM3Ma U T.M.), TaKk U NuUcaHble, TO €CTb O(OPMIIEHHbIE B
HEeKOTOpbLIN CBOA (YCTaB) NpaBui Ui NpeanucaHnii.

MopanbHO-3aTnyeckne Mepbl 3almTbl ABNAOTCA NPOMUNAKTUYECKUMN N TPeByIoT

NOCTOSIHHOM pa6OTbI no co3gaHno 300POBOro MoparibHOro KimmMarta B KOJ1EKTUBax
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nop,pas,u,eneHMVl. Mopaano-aTquCKme Mepbl  3allUTbI CHWXalT BEepPOATHOCTb

BO3HUKHOBEHUSI HEFATUBHbLIX ENCTBUIM CBA3AHHbIX C YeNT0BEYECKUM CbaKTOpOM.

6.3 OpraHMsaumMoHHble (AAMUHUCTPATUBHbIE) Mepbl 3aLWUTbI

OpraHunsauuoHHble  (aAMUMHUCTPATUBHbIE) Mepbl  3alWnTbl — 3TO  Mepbl
OpraHM3aunoHHOro XapakTepa, perfameHTupywme npoueccbl YHKUMOHNUPOBAHUSA
NCMNAOH, wucnonb3oBaHne pecypcoB WCIIOH, peatenbHOCTb  obcnyxuBakoLwero
nepcoHana, a Takke nopsaoK B3aumopenctems nonb3oBatenen ¢ WCIMOH Takum
obpasom, 4TOObl B Haubonbllen CTeneHu 3aTpygHUTb WU UCKIIOYUTb BO3MOXHOCTb
peanusauyumn yrpo3 6e30nacHOCTM Un CHU3UTb pa3Mep NoTepb B Criydae nux peanusayumu.

[MmaBHaa uenb agMUHUCTPATMBHbIX Mep, MpeanpuHMMaeMblX Ha BbICLUEM
yrnpaBfieH4eCKOM ypoBHEe — cpopmupoBaTb [onuTnky nHhopmaumoHHOM 6e30nacHOCTU
MOH (oTpaxatowyo noaxodbl K 3awmTe MHdopmMaunmn) n obecneduntb ee BbINOSTHEHME,
Bblaensisi Heobxoanmble PeCcypCbl U KOHTPONUPYS COCTOSAHWE Oen.

Peanusauus MNonutukn nHgopmaumoHHon 6esonacHoctu MNAH B NCIMOH coctout
n3 Mep agMUHUCTPATUBHOIO YPOBHS M OpraHM3auMoHHbIX (MpoueaypHbIX) Mep 3alunTbl
MHopmauyun.

K agMWHUCTpaTMBHOMY  YPOBHIO  OTHOCATCA  pelleHuUs  PYKOBOLCTBA,
3atparmBawowme pgesatenbHoctb WCIOH B uenom. OTU pelleHus 3akpennswTcs B

MonuTtuke nHgopmaumoHHon 6e3onacHOCTU. [pUMeEpPOM Takmx peLleHnin MoryT ObiTb:

- NPUHATUE pelleHnss O OPMUPOBAHUN WM NEepPecMoTpe  KOMMIEKCHOM
nporpaMmbl obecneyerns 6esonacHocTu [MOH, onpeaeneHne OTBETCTBEHHbIX 3a ee

peanusauuio;

- opMmynupoBaHue Lenen, MnoCTaHOBKa 3afay, onpefeneHue HanpasrieHUn

peatenbHocTu B obnactn 6e3onacHocTty MNAH;

- NPYHATME pPEeLUeHUn No BoMpocaMm peanu3aumMum nporpaMMbl  6e30MacHoCTH,

KOTOpble paccMaTpuBatoTCst Ha ypoBHe OpraHunsauum B LENOM;

- obecneveHne HopmaTMBHOM (NpaBoBoW) 6a3bl BONpocoB 6€30nacHOCTM U T.1.

Monntka BepXHEro YPOBHA [AOSMKHA YeTKO O04epTUTb Ccdepy BRUSHUA U
orpaHnyeHnss npu onpegeneHmn uenem ©6esonacHoctn [0OH, onpeoennTb Kakumm
pecypcamu (mMaTepuanbHble, NepcoHan) OoHW O6yayT OOCTUTHYTbl U HaWTU pPasyMHbIN
KOMNPOMUCC MeXay MpueMnemMbiM YpoBHEM ©6e30nacHOCTM U (PYHKUMOHANbHOCTbIO
nCnan.

Ha opraHu3aunoHHOM ypOBHe onpeaensatoTcs npouenypbl 1 npasusia AOCTUXEHUNA
uenen n pewenHna 3agad Nonutukmn nHgopmaumnoHHonm 6esonacHocTu MOH. 3T npaBuna

onpenensioT:
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- kakoBa obnacTb NpUMeHeHns nonuTukn 6esonacHocTu MAOH;

- KaKoBbl PoNn 1 0683aHHOCTM OOMKHOCTHBIX NUL, OTBeYarlme 3a NnpoBeaeHune
nonutukn 6esonacHoctu MNMAH, a Tak e Ux yCTaHOBUTb OTBETCTBEHHOCTb;

- KTO umeeT npasa goctyna K MNAH;

- KakKnMn mMepamu 1 cpeactsamm obecneumnBaeTcs 3awmta MNOH;

- KAKUMK Mepamu U cpeacTBamMn obecneymBaeTCa KOHTPOSMb 3a cobnogeHnem
BBEJEHHOro pexnma 6e30nacHOCTu.

OpraHnsaynoHHbIe Mepbl JOMKHBbI:

- npegycMmatpmBaTb perfnaMmeHT MH(POPMALMOHHBIX OTHOLUEHUW, WCKNHYakoLmX
BO3MOXXHOCTb HECAHKLMOHUPOBAHHbIX 4ENCTBUN B OTHOLLEHUN OO BEKTOB 3aLUMUTHI;

- onpefendatb  KoanuUMOHHbIE W MepapXuyeckue npuHUMNbl U MeToabl
pasrpaHuyeHus goctyna K MNaH;

- onpefendatb  NOpsgok  paboTbl € NPOrpaMMHO-MateMaTUYeCKUMKU U
TEXHUYECKUMUM (annapaTHble) cpeacTBaMM 3almThl U KPUNTO3ALWMUTbI U APYTrX 3alLUUTHBIX
MEXaHW3MOB;

- opraHusdoBaTtb Mepbl npoTtuBogencteus HCL nonb3oBaTenamMum Ha 3Tanax
ayTeHTUduKauum, asTopusaumn, unaeHTudukauumn, obecnevmBarWnxX rapaHTum
peanusauum npae 1 OTBETCTBEHHOCTU CYyOBHLEKTOB MHAPOPMALIMOHHBIX O THOLLIEHWIA.

OpraHnsaumoHHble Mepbl OOMKHbI COCTOATD U3:

- pernameHTa goctyna B nomelueHunsa ACTOH;

- NOpAOOK  Aofycka COTPYOHMKOB K ucnonb3oBaHuto pecypcos  WCIIOH
OpraHunsauuu;

- pernameHTa npoueccoB BeAeHus 6a3 gaHHbIX N OCYLLECTBAEHNA MogMdmKaumm
MHOPMALMOHHLIX PECYPCOB;

- pernameHTa npoueccoB O0OCNyXMBaHMUS M OCYLLUECTBIEHMS Moaudumkaumm
annapaTHbIX 1 nporpaMmmHbix pecypcoB VCTIOH;

- UHCTPYKUMI nosfib3oBaTenen NCMaH (agMuHKUcTpaTopa NCMAOH,
agMuHucTpaTopa 6e3onacHoctn, onepatopa VCIOR);

- MHCTPYKUUA NnoJsib3oBaTenA npn BO3HMKHOBEHNN BHELWUTATHbIX CMTyaLlMVI.

6.4 ®nsnyeckne Mepbl 3aLMTbI
dusnyeckme Mepbl 3aWUTbl  OCHOBaHbl Ha MPUMEHEHUM pasHoOro popa
MEeXaHUYeCKUX, 3NEKTPO- WM 3NEKTPOHHO-MEXaHUYECKUX YCTPOMCTB U COOPYKEHW,
cneumanbHO NpeAHa3HavYeHHbIX 4518 co34aHUs PU3NYECKMX NPENATCTBUA HA BO3MOXHbIX

nyTax TMPOHUMKHOBEHMA W [OO0CTyMna noTeHUWalribHbIX HaprJMTeﬂeVI K KOMIMOHEeHTaM
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CUCTEMbI M 3almLLaemMon I/IHCbOpMaLI,MVI, a TakKkKe TexXHUYeCKUX cpencts BU3yalibHOIo
HabnaeHns, CBA3N U OXpaHHOVI CUrHanmnsaunn.

dunsnyeckasa 3awmTa 3gaHmn, NomMeLeHnn, 06BHLEKTOB K cpeacrts l/lH(bOpMaTI/IG}aLI,VIVI
OOJDKHa OCyWEeCTBIIATbCA NyTeM YCTaHOBJIEHUA COOTBETCTBYHOLIMUX MNMOCTOB OXpPaHbl, C
NMOMOLWBbIKD TEeXHUYECKMX CpeactB OXpaHbl WU nodbIMK apyrmummn cnocobamu,
npegorepaljaowimMn Unn CywecTtBeHHO 3aTpyaHARnWMMKU NMPOHUKHOBEHWE B 34aHUE,
nomMeweHnsa NOCTOPOHHUX nny, XnieHmne VIH(bOpMaLI,I/IOHHbIX HOCUTEnen, cammx cpeacrte
I/IHCbOpMaTI/ISaLlI/II/I, UCKIr4arwmnmMmm HaxoxaeHme BHYTPU KOHTpOJ'II/IpyeMOI7I

(oxpaHsiemMoW) 30Hbl TEXHUYECKMX CPEACTB pa3BeaKu.

6.5 AnnapaTHo-nporpaMmMHble cpeacTBa 3awmThl MOH

TexHudeckne (annapaTHO-NpOrpaMMHbie) Mepbl  3aWMTbl  OCHOBaHbl  Ha
NCNONb30BaHUN Pa3fNINYHbIX SMNEKTPOHHbLIX YCTPOWCTB W CrneuunanbHbIX Nporpamm,
Bxogsawmx B coctaB VICMOH n BbINONHAOLWMX (CAMOCTOSTENBbHO WKW B KOMMJIEKCE C
apyrimumu - cpeacteamu)  OYHKUMM  3awmTbl  (MOEHTUMKaAUMIO UM ayTeHTUdUKaumo
nonb3oBaTenen, pasrpaHudyeHve [ocTyna K pecypcam, permcrtpauuio  cobbiTum,
Kpuntorpadguyeckoe 3akpbiTue nHpopmaumm n 1.4.).

C y4yeTtom Bcex TpeboBaHuin u npuHUMnoB obecneyeHnst 6esonacHoctu MNOH B
NCIMOH no BCeM HanpaBreHMsIM 3alinTbl B COCTAB CUCTEMbl 3alUTbl LOSMKHbI ObITb

BKITHOYEHbI crieqyowmne cpeacTaa:

- cpeacTBa uaeHTUrKaumMm (ono3HaBaHus) U ayTeHTMdMKaumMm (NoaTBEPKAEHNS

nognnHHocTtn) nons3oBatenen NCIMOH;

- cpeacTBa  pasrpaHUyeHust [OCTyna  3apermcTpyMpoBaHHbIX — Nonb3oBaTenen

cuctemsbl k pecypcam CIMOH OpraHmsaunu;

- cpeactBa obecrnevyeHuss U KOHTPONSA  LIENOCTHOCTM  MPOrpamMMHbIX U
NHPOPMALMOHHBIX PECYPCOB;

- CpeAcTBa OnepaTUBHOIO KOHTPONSA U perncrpaumm cobbiTuii 6e3onacHoCTy;

- KpunTtorpadguyeckune cpeacrtaa 3awmTbl MNOH.

YcnewHoe npuMeHeHne TeXHUYECKUX CpeacTB 3aLlmMTbl HA OCHOBAHUWN NPUHLUMOB
(paspen 5) npegnonaraeT, 4YTO BbIMNOSIHEHME MNEPEYNCIEHHBIX HUXe TpeboBaHui
obecneyeHo opraHM3auMoHHbIMKU (aAMWUHUCTPATUBHLIMKM) MepaMn U UCNOSNb3yeMbIMU
hun3nveckMmn cpeacTesamMm 3aLLmThbI:

- obecneveHa umsnyeckasa LENOCTHOCTbL BCEX KOMMNOHEHT NCIH;

- Kaxabli coTpyaHuk (nonb3oatens NCIOH) nnn rpynna nonb3oBatenen uMmeet
YHUKanbHOE CUCTEMHOE UMS U MUHMMAanbHO HeobXxoanMble ONS BbIMNOMHEHUS UM CBOMX

hyHKUMOHANbHbIX 06513aHHOCTEN NMOMTHOMOYMS MO AOCTYMY K pecypcam CUCTEMbI;
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- B AICIMNOH OpraHmsaumm paspaboTtka M oTnagka nporpaMm OCyLLeCTBNSAETCS 3a
npegenamu NCI10H, Ha ncnblTaTenbHbIX CTEHOAX;

- BC€ U3MEHEHNA KoHdUrypaumm TexHn4ecknx n nporpammubelx cpeacts UCTIOH
NPOU3BOAATCA CTPOro YCTaHOBIEHHbIM NOPSAKOM (PErncTpUpYyTCS U KOHTPONMUPYHOTCSA)
TONbKO Ha OCHOBaHWUM pacnopsikeHun pykosoacTea OpraHusauumm;

- ceTeBoe obopyaoBaHue (KOHLEHTpaTopbl, KOMMYyTaToOpbl, MapLupyTu3aTopbl U
T.N.) pacnonaraetca B MecTax, HeAOCTYMHbIX ANA MOCTOPOHHMX (cneumanbHbIX
nomMeLLeHnsax, Wwkadax, u T.n.).

- cneumanuctamm OpraHusaumm OCYLLECTBNSETCS HenpepbiBHOE YynpaBrieHne wu

AAMUHNUCTPAaTUBHAA nogaepxkKa C*)yHKLI,I/IOHI/IpOBaHI/IFl cpeacTB 3alnThl.
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7 KoHTponb adpcpekTMBHOCTM cuctembl 3awmTthbl UCMOH OpraHnsauumn

KoHTponb adpektnBHocTn C3IMOH OOmMKeH OCyLLECTBISETCA HAa Nepuoanyeckom
OCHoBe. Llenbto KOHTponsa 3d@EKTUBHOCTN SBNSETCA CBOEBPEMEHHOE BbIsIBIEHME
HeHaanexawmx pexumoB pabotbl C3MOH (oTKNOYEeHWEe cpeacTB 3awWuThbl, HapyLleHue
PEXMMOB 3alUTbl, HECAHKLNOHMPOBAHHOE M3MEHEHME pexuma 3alnTbl U T.M.), a Tak
NPOrHO3MpoOBaHMeE U NPEBEHTUBHOE pearnpoBaHne Ha HoBble yrpo3bl 6e3onacHocTu MOH.

KoHTponb MOXeT NpoBOAUTLCA Kak agMuHucTpaTopamu 6esonacHoctn WCIOH
(onepaTuBHbIN KOHTPONb B npouecce uMHopmaumMoHHoro B3ammogencteus B NCIIOR),
Tak M NpuBNeKaembiMn Ons 3TOM LUENM KOMMETEHTHbIMU OpraHu3aumamMm, MMerLnuMmn
NUUEH3no Ha 3ToT BuA AeatenbHocTn, a Takke PCTIK Poccum n ®CB Poccum B
npegenax ux KoMneTeHunn.

KOHTpONb MOXEeT OCYLLeCTBNATLCA aaMUHUCTPATOpPOM 6e30nacHOCTM Kak C
NOMOLLbIO LUITATHBIX CPeAcTB cuctembl 3awmtbl MNOH, Tak 1 C NOMOLLBIO crneyunanbHbIX
NPOrpamMMHbIX CPEACTB KOHTPONSI.

OueHka addekTmBHOCTM Mep 3awmTtbl [OH npoBOAMTCS C MCNOMb30BaHMEM
TEXHUYECKMX W MNPOrpaMMHbIX CPEACTB KOHTpPOMs Ha npeameT COOTBETCTBUSA

YCTaHOBJ1IEHHbIM TpGGOBaHVIFIM.
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8 Cdepbl oTBeTCTBEHHOCTM 3a 6e3onacHocTb MOH

OTBeTCTBEHHBIM 3a pas3paboTky Mep M KOHTponb Hag obecnevyeHnem
Ge3onacHOCTM MepcoHarnbHbIX [OaHHbIX ABNAeTca pykoBoautens OpraHmsauumu.
PykoBoantenb MOXeT AenerMpoBaTb 4YacTb  MNOMIHOMOYMM NO  obecneyeHuto
©e30MacHOCTM NepCoHarnbHbIX AAHHbIX.

Ccbepa OTBETCTBEHHOCTW PYKOBOAUTENSA BKNOYAET criefylolime HanpaBneHus
obecneyveHus 6esonacHocTn MNOH:

- MnaHunpoBaHne 1 peanusauyust mep no odbecneyeHnto 6esonacHocTn MNOH;

- AHanu3 yrpo3 6e3onacHocTu MNOH;

- PaspaboTky, BHegpeHue, KOHTPOSb UCMOSTHEHUS U NOoAAEepXKaHNe B akTyarbHOM
COCTOSIHMM MONUTUK, PYKOBOACTB, KOHLUENUWA, npoueayp, pernameHToB, MHCTPYKUMA U
APYrMx opraHM3aumoHHbIX JOKYMEHTOB No obecneyeHunto 6e3onacHoCTy;

- KoHTponb 3awuueHHocTn T nHdpactpyktypbl Komnanum ot yrpos Ub nyTtewm;

- OBy4yeHne n nHopmmnpoBaHue nonb3osatenen UCIOH, o nopsiake paboTbl C
MOH v cpegcTBamu 3aWmnThI;

- MpepoTBpalleHne, BbISIBNEHWE, pearMpoBaHMe M paccnefoBaHuMe HapyLleHUn
©esonacHocTu MOH.

Mpn B3aMMOAENCTBMM CO CTOPOHHMMW OpraHuM3aumamMum B Chyvasax, Korga
COTPYyAHMKaM 3TUX OpraHM3aumi npeaoctaBnseTca JOCTYN K o0bekTaM 3awuTbl (pasgen
3), C 9TMMK oOpraHMsaumsamMm AOOSMKHO ObiTb  3akniyeHo «CornawieHve o
KOoHuaeHumanbHocTny, nubo «CornaweHne o cobnogeHun pexmnma 6esonacHocTH
MAOH npu BbinonHeHun pabot B WCIOH». [lMogrotoBka TUNOBLIX BapuMaHTOB 3TUX
cornaweHun ocyulecTsngeTcsa coBMecTHO ¢ OTgenom KagpoBOro U HOPMaTUBHO-

npaBoBOro obecneyeHus .
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9 Mopenb HapywuTens 6e3onacHOCTU
Mog HapywwuTenem B Y4YpexoeHunm NoHMMaeTCs nuuo, KOTOpoe B pesynbraTte
YMBbILUMEHHbIX UM HEYMbILUSIEHHbIX 4ENCTBUIA MOXET HaHeCTu yuwepb obbekTam 3aluTbl
(pasgen 3).
HapywuTtenn nogpasgensiotca no npusHaky npuHagnexHoctn k UCTOH. Bcece
HapyLwmTenu 4enaTcs Ha ABe rpynnbl:

e BHEWHMEe Hapywutenn — dusnyeckne nuua, He wuMerLwme npasa
nNpebbiBaHUA Ha TEPPUTOPUM KOHTPONMPYEMOWN 30HbI, B pedenax KoTopou
pa3meLyaetcsa obopygosaHue NCIOH;

e BHYTPEHHME Hapywmtenu — dQuandeckme nuya, uMewwme npaso
nNpebbiBaHUA Ha TEPPUTOPUM KOHTPONMPYEMOWN 30HbI, B pedenax KoTopou
pa3meLyaetcsa obopygosaHue NCTOH.

Knaccudumkauma Hapywmtenen npeactaeneHa B Mogenu yrpo3 6e3onacHocTm

nepcoHanbHbIX AaHHbIX Kaxgon CIOH.
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10 Mogenb yrpo3 6e3onacHocTu
Ona NCIMNOH OpraHusaumn BblAENAIOTCA CriedyrolimMe OCHOBHbIE KaTeropum yrpos
©e30MacHOCTM NepCcoHarnbHbIX AAHHbIX:
1) Yrposbl OT YTEUKM MO TEXHUYECKUM KaHanam.
2) Yrpo3bl HeCaHKLMOHMPOBAHHOMO AOCTYMa K MHGopMaLnK;

- Yrpo3bl  YHUYTOXEHUs, XxuweHua annapatHblx cpeacts  UCIIOH
HocuTenen nicopmanmm nytem msmyeckoro goctyna kK anemeHtam ACIOH.

- Yrpo3bl  XUWEHUHA,  HEeCaHKLUMOHWPOBaAHHOW  mMoauduvkauum  unu
ONoKnMpoBaHUA UHGOPMaLMK 3a CYET HecaHKuMoHMpoBaHHoro goctyna (HCO) ¢
NPUMEHEHNeM nporpaMMHo-annapaTHbIX U NporpamMMHbIX CpeacTB (B TOM 4uchne
NporpaMMHO-MaTemMaTUYeCKUX BO3OENCTBUN).

- Yrpo3bl He npegHaMepeHHbIX OeNCTBUW Mnosib3oBaTtesien U HapyLlleHUN
6e3onacHocTn goyHkumoHnposanua NCIOx n C3IMNOH B ee cocTaBe u3-3a cboes B
nporpaMmMHOM obecnevyeHnn, a TakkKe OT Yrpo3 HeaHTpPonoreHHoro (cboes
annapaTtypbl M3-3a HEHaAEeXHOCTU 3NeMeHTOB, CcOOeB anekTponutTaHusa) wu
CTUXUNHOrO (YAapOB MOSHUI, NOXapoB, HABOAHEHUI U T.MN.) XapakTepa.

- Yrpo3bl npegHaMepeHHbIX 4ENCTBUA BHYTPEHHUX HapyLLUNTEneun.

- YTrpo3bl HECAHKLMOHMPOBAHHOIO 4OCTYNa Mo KaHanam CBsA3u.

OnucaHue yrpos, BEPOATHOCTb WX peanu3auuu, OMAaCHOCTb U aKTyanbHOCTb

npegcrasneHsl B Mogenu yrpo3 6e3onacHOCT NepcoHanbHbIX AaHHbIX kaxgon NCT1OH.
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11 MexaHnsm peanusaummu KoHuenuum
Peanusauma KoHuenuuu OoMmkHa OCYLLECTBNATLCS Ha OCHOBE MEPCMEeKTUBHbIX

nporpamMmm 1 ninaHoB, KOTOPblE COCTaBIIAOTCA Ha OCHOBaHNN N BO NCNOJTHEHNE!

- (pegepanbHbiX  3akOHOB B obnactm  obecneyeHns  MHMOPMaLMOHHON

©e3onacHOCTU 1 3aLnTbl MHopMauuuy;
- noctaHoBneHun MNpaButenoctea Poccurickon Pegepayunm;

- pyKkoBOoOALLMX, opraHn3aunoHHO-pacrnopAanTEeIbHbIX n MeTOoANYEeCKnX

AokymeHToB PCTIK Poccuu;

- notpebHocTten NCIOH B cpeactBax obecrneyeHns 6e30nacHOCT! MHpopMauuu.
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12 Oxunpaembin achbcpekT oT peanusauumn KoHuenumm

Peanusauunsa KoHuenuumn 6e3onacHoctu MNAH B UCIMOH no3BonuT:

- OUEeHNTb cocTosiHme GesonacHocTn uHdopmauun VCIOH, BbISBUTb MCTOYHWUKM
BHYTPEHHUX W BHELWHUX Yrpo3 uHGOpMaunoHHoM 6GesonacHoCcTH, onpenennTb
NPUOPUTETHbIE HanpaBfieHNA NPeaoTBPALLEHUS, OTPAXEHUST U HeUTpanmsaumm 9TUX
yrpos;

- paspaboTtatb pacrnopsiguTenbHble U HOPMaTUBHO-METOAMYECKNE [OOKYMEHTbI
npumenunTensHo kK UCIMAOH;

- npoBecTu knaccudukayuo n ceptudmkauymo ACMOH;

- NPOBECTU OPraHMU3auNOHHO-PEXMUMHBLIE W TEXHUYECKME MeponpuaTus Mo
obecneyenuto 6esonacHoctn MNAH B UCIOH;

- obecneunTb HeOBXo4MMbIN YPOBEHL BE30MacHOCTM OOBHEKTOB 3aLLUTHI.

OcyuiecTBneHme aTux MeponpusaTuin obecnevmTt co3gaHne eanHon, LLenoCcTHOM U
CKOOPAUHMPOBAHHOM cucTeMbl WHGOpMaumoHHon 6GesonacHoctn WCIIOH wn cosgact

ycnosua ona ee AanbHenwWwero coBepLUEHCTBOBAHMUS.
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13 Cnucok ncnonb3oBaHHbIX UICTOYHMKOB

OCHOBHbIMM HOPMAaTMBHO-MPaBOBbIMA N METOOUYECKMMW [OKYMEHTaMu, Ha
KoTopbix 6asnpyeTcsa HacTosiLwee [NonoxeHne ABNATCA:

1 ®epepanbHbin 3akoH oT 27.07.2006 r. N2 152-03 «O nepcoHanbHbIX AaHHbIX»
(oanee — ®3 «O nepcoHarnbHbIX AaHHbIX»), YCTaHaBNMBAKOLWNN OCHOBHbIE NMPUHLUMMbLI K
ycnosua obpabotku [1[0H, npaBa, 0053aHHOCTM W OTBETCTBEHHOCTb YYaCTHUKOB
OTHOLLEHWI, CBA3aHHbIX ¢ obpaboTkon MNAH.

2 «lMonoxeHne o6 obecnevyeHun 6e30MaACHOCTM NEPCOHASbHBIX AAHHbLIX MPU KX
obpaboTke B MHGOPMAUMOHHbLIX CUCTEMAX MNEePCOHAsbHbIX AaHHbIX», YTBEPXOEHHOEe
MoctaHoBneHunem lMNpasutensctea PO ot 17.11.2007 r. Ne 781.

3 «lMopsagok  npoBefeHus Knaccudoukaumm WHPOPMALMOHHBIX  CUCTEM
nepcoHarnbHbIX AaHHbIXY, YTBEPXOEHHbIN coBMeCTHbIM [Npukaszom PCTIK Poccum Ne 55,
®CB Poccun Ne 86 n MuHmnHgopmessasm PO Ne 20 ot 13.02.2008 r.

4 «NonoxeHne 06 ocobeHHOCTAX 06paboTKM  nepcoHanbHbIX  OaHHbIX,
ocyllecTBnssemon ©e3 UCNONb30BaHUSA CPEACTB aBTOMaTU3aUUWY, YTBEPXOAEHHOe
MoctaHoBneHuem lNpasutensctea PO ot 15.09.2008 r. Ne 687.

5 «TpeboBaHuss K MaTepuarnbHbiM HOCUTENAM BUOMETPUYECKUX MNepPCOHarbHbIX
AAHHBIX W TEXHOSMOMMAM XpPaHEHUs TakuX AaHHbIX BHE WHGOPMAUMOHHBLIX CUCTEM
nepcoHarnbHbIX OaHHbIX», yTBepXaeHHble [locTaHoBneHvem [lpaButensctea PP ot
06.07.2008 r. Ne 512.

6 HopmaTtusBHO-mMeTOOUYecKne  OOKyMeHTbl  PepepanbHoM  CNyxObl no
TEXHUYECKOMY W 3KCnepTHoMy KoHTponto Poccuinckon depepauumn (panee - ®CTOK
Poccun) no obecneveHnto 6esonacHoctn NAH npn nx oépabotke B UCIOH:

7 PekomeHpauumn no obecneveHno 6€30nacHOCTM NepcoHanbHbIX AaHHbIX NPU NX
o6paboTke B UHPOPMALMOHHBIX CUCTEMAX NEPCOHarnbHbIX AaHHbIX, YTB. 3aM. ANUpeKTopa
®CTIK Poccum 15.02.08 r. (4CIN)

8 OCHOBHble MeponpuUATUA NO OpraHuM3auuMm U TexXHUYecKoMmy obecrneyeHuto
06e30MacHOCTM NepCoHanbHbIX [OaHHbIX, ObpabaTbiBaeMbix B WHGOPMALMNOHHbLIX
cucTtemMax nepcoHanbHbIX AaHHbIX, yTB. 3am. aupektopa PCTOK Poccum 15.02.08 r.
(acn)

9 basoBass Mopgenb yrpo3 6e30nNacHOCTM MNepCoHasnbHbIX OaHHbIX MNpU KX
o6paboTke B MHPOPMALMOHHbIX CUCTEMAX NEPCOHANbHbIX AaHHbIX, YTB. 3aM. AMpekTopa
®CTIK Poccum 15.02.08 r. (ACIM)
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10 MeToamka onpegeneHns akTyanbHbIX Yrpo3 6e30MacHOCTUM NepCcoHanbHbIX
AaHHbIX Npu nx obpaboTke B MHPOPMALMOHHBIX CUCTEMAX NEePCOHanbHbIX AaHHbIX, YTB.
3am. gupektopa ®CTIK Poccun 15.02.08 r. (ACIT)
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